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Abstract

The Kalyna block cipher was selected during Ukrainian National Public
Cryptographic Competition (2007-2010) and its slight modification
was approved as the new encryption standard of Ukraine in 2015.
Main requirements for Kalyna were both high security level and
high performance of software implementation on general-purpose 64-
bit CPUs. The cipher has SPN-based (Rijndael-like) structure with
increased MDS matrix size, a new set of four different S-boxes, pre-
and postwhitening using modulo 2% addition and a new construction of
the key schedule. Kalyna supports block size and key length of 128, 256
and 512 bits (key length can be either equal or double of the block size).
At the time of this paper publishing, no more effective cryptanalytic
attacks than exhaustive search are known. In this paper we present the
adapted English translated specification of Kalyna as it is given in the
national standard of Ukraine.

1 Introducton

Block ciphers are the most widely used symmetric cryptographic primitives. Besides
providing confidentiality, they are also used as main components in hashing
functions, message authentication codes, pseudorandom number generators, etc.
Until 2015 GOST 28147-89 was the main block cipher used in Ukraine [1].
Even now this cipher still provides acceptable level of practical security. However,
its software implementation is significantly slower and less effective on modern
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platforms comparing to newer solutions like AES [2|. In addition, more effective
theoretical attacks than brute force search were discovered |[3].

Based on the experience of international cryptographic competitions, like AES
[4] or NESSIE [5], The State Service of Special Communication and Information Pro-
tection of Ukraine had been organized National Public Cryptographic Competition
[6] to select a block cipher that could become a prototype of the national standard.
Main requirements to candidates were a high level of cryptographic security, variable
block size and key length (128, 256, 512), and an acceptable performance of encryp-
tion in software implementation. There were no restrictions concerning lightweight
(hardware) implementations.

The block cipher Kalyna was selected among other candidates [7| and
its slight modification (aimed to performance improvement and more compact
implementation) was approved as the national standard DSTU 7624:2014 [8].

The new standard describes both the block cipher and ten modes of operation
for it. In this paper we describe an adapted version of the specification based on
Electronic Code Book (ECB) mode as it is given in the national standard of Ukraine.

2 Symbols and notations

The following notations are used in the standard.

0x — prefix of numbers given in the hexadecimal notation;
GF(2%) - the finite field with the irreducible polynomial 2% + z* +
x4+ 2%+ 1;
P — logical exclusive OR (XOR) operation for binary vectors;
|z ] — integer part of z, i.e. for a rational x the greatest y such
that y < x;
|.X| — the length of the bit sequence X;
L. (X) — the function that returns r least significant bits from the
input sequence X of [-bit length;
R (X) — the function that returns r most significant bits from the
input sequence X of [-bit length;
> — the right shift of the fixed length sequence (to the least

significant symbols); the most significant symbols are filled
with 0’s; number of symbols to be shifted is defined by the
second argument

< — the left shift of the fixed length sequence (to the most
significant symbols); the least significant symbols are filled
with 0’s; number of symbols to be shifted is defined by the
second argument

> — the cyclic shift (rotation) right of the fixed length sequence
(the least significant symbols are moved to the most
significant positions);

K — the cyclic shift (rotation) left of the fixed length sequence
(the most significant symbols are moved to the least
significant positions);

+ — addition defined on the additive group of the least non-
negative remainders Zgss (addition modulo 2%4);

® — scalar product of two vectors defined over the finite field;



[ — the block size of Kalyna, [ € {128,256,512};
k — the key length of Kalyna, £ € {128,256,512} (kK = [ or
k=2-1);
c — the number of columns in the state matrix;
Vi — j-dimensional vector space over GF'(2), j > 1;
Tl(f) — the basic encryption transformation, a mapping V; — V;
parametrized by the encryption key K
Uz(f) — the basic decryption transformation, a mapping V; — V;
parametrized by the encryption key K;
Wi [[W, — concatenation of the two bit sequences in such a way that

the left (the least significant) part of the resulting sequence
is equal to W and the right (the most significant) one to
Wy; the length of the resulting sequence is equal to the sum
of the lengths of W; and Wh;

ZoA — sequential application of transformations = and A (A is
applied first);

t — the number of iterations in the transformations Tl(kK) and
5.
Lk
t
I1A® — sequential application of the transformations A, A®)_ .
=1 A® (the transformation A is applied first);
ul(j ) — representation of non-negative integer j as an [-bit sequence
(the little-endian convention is used);
Kalyna-l/k — application of the transformations Tl(f) or Ul(f) with the

block size of [ bits and the key length of k bits.

3 (General parameters

The basic encryption transformation is a mapping: Tl(kK) .V, — V, that depends

on K € Vi, where I,k € {128,256,512}, such that k = L or k = 2- 1. T} is
implemented as an iterative application of several functions taking a 8 x ¢ matrix
over GF(28) as an input argument x € V;. The 8 x ¢ matrix is the cipher internal
state.

The basic decryption transformation UZS,I:) parametrized by the encryption key
K is the mapping inverse to Tl(f). All permitted combinations of parameters, that
defines Kalyna-[/k, are given in Table 1.

)

4 Input and output data

The basic transformations process an input block of [ bits size (either plaintext or
ciphertext). The internal state matrix G is represented as (g;;), where g;; € V5,
i=20,7and j = 0,c — 1. The internal state matrix is filled by input bytes B, B,
..., Byjg in the column-by-column order.



Table 1: The number of rounds and the number of rows in the state matrix for
different values of block size and key length

| # | Block size (1) | Key length (k) | Rounds (¢) | Rows of the state matrix (c) |

1 128 10
2 128 256 14 2
3 256 14
4 256 512 18 4
5 512 512 18 8

5 Encryption
Structure of the basic encryption transformation

The basic encryption transformation Tl(f) is defined in the following way:

t—1
Ty =" ovonomio H(’iz(K”) oyomom)on ),
v=1
where K — an encryption key of k-bit length,
nl(K”) — the function of addition of the internal state with the round key K,
modulo 264,
7; — the layer of non-linear bijective mapping (S-box layer) that process byte
(i.e., elements of V) vectors,
7 — permutation of elements g;; € GF(2%) of the cipher internal state (right
circular shift),
Y, — the linear transformation of the internal state elements over the finite field,
/fl(K”) — the function of modulo 2 addition of the round key K, and the state
matrix.
In the functions 7], 7, and ¢, input argument = € V; and output value x(z) € V},
X € {7}, 7,1}, are represented as matrices of 8 X ¢ size.

Function of addition modulo 26

nl(K”) processes columns of the internal state matrix G = (g; ;) and columns of the
round key matrix K, = (k7;) using modulo 264 addition. The result is also an 8 x ¢
matrix (the internal state after the round key addition). In the addition operation

the little-endian convention is used, i.e. less significant bytes have smaller indexes.

Layer of non-linear bijective mapping

The function 7; implements the S-box layer. Each element g; ; € Vg of the internal
state matrix is substituted by m; mod 4(gi ), where 7 : Vs — V5, s € {0, 1,2, 3}, are
substitutions (S-boxes) given in Appendix A. For example, let g;; be 0x23 then
70(0x23) = 0x4F.

Another set of substitutions different from those presented in Appendix A can
be used. In this case, S-boxes must be supplied in the prescribed manner.



Permutation of elements in the internal state

The function 7; executes cyclic right shift for the rows of the state matrix G = (g, ;).
The number of shifted elements depends on the row number i € {0,1,...,7}, the
block size | € {128, 256,512}, and is calculated according to the formula §; = L% )
For example, the fifth row of the state matrix of the cipher with the 256-bit block

size is circularly shifted right by two positions.

Linear transformation

To perform the function vy each element g;; € Vg of the internal state matrix ¢
is represented as an element of the finite field GF(2%) formed by the irreducible
polynomial Y(z) = 2% + 2% + 23 + 22 + 1, or 0x11D in hexadecimal notation.

Each element of the resulting state matrix W = (w; ;) is calculated over GF(28)
according to the formula

Wi = (U > Z) ® Gj,

where v = (0x01, 0x01, 0x05, 0x01, 0x08, 0x06, 0x07, 0x04) is the vector that forms
the circulant matrix with the MDS property, and G; is the j™ column of the state
matrix G.

The vector v consists of the hexadecimal constants (bytes) that are elements of
the finite field GF(2®). The right circular shift is made with respect to elements of
the set v.

Function of addition modulo 2

The function /QI(K”), which is dependent on the parameter K, € V; (the round key

of the v iteration), takes the cipher internal state x € V; as the argument. Both
the round key and the internal state are represented as matrices of 8 x ¢ size. In
the function /igK”) the internal state matrix G and the matrix representation of the
round key K, = (k};) are added using the XOR operation. The result is a matrix
of 8 x ¢ size.

6 Decryption
Structure of the basic decryption transformation

The basic encryption transformation Tl(f) is defined by:

1

UZ(JI:) - —1771(K0) © H (Lm0 amo it o fil(K")) 0 1Mo 1T 0 10 —17h(Kt)

v=t—1

where K — an encryption key of k-bit length,

_1nl(K”) — the function of subtraction of the round key K, from the internal state
modulo 264,

_1%; — the inverse linear transformation of the internal state elements over the
finite field,

_17; — inverse permutation of elements g; ; € GF(2®) of the cipher internal state
(left circular shift),

_ym, — the layer of inverse non-linear bijective mapping (inverse S-box layer) that
processes byte vectors,



Iil(KV) — the function of modulo 2 addition of the round key K, and the state

matrix (the involutive function).

Like in encryption, in the functions _y7), —17 and _17; input argument x € V]
and output value x(z) € Vi, x € {_17, _171, -1¢1}, are taken as matrices of 8 X ¢
size.

Function of subtraction modulo 264

_1nl(K”) is the inverse function to nl(K”). The function _ml(K”) processes columns of

the internal state matrix G = (g;,;) and columns of the round key matrix K, = (k)
using modulo 2% subtraction. The result is an 8 x ¢ matrix (the internal state after
round key subtraction).

In the subtraction operation the little-endian convention is used, i.e. less
significant bytes have smaller indexes.

Layer of inverse non-linear bijective mapping

The function _;7; implements the inverse S-box layer. Each element g;; € Vs of
the internal state matrix is substituted by _17; moa 4(9:;), where _ymy @ Vg +— Vg,
s € {0,1,2,3}, are substitutions given in Appendix A. For example, let g; ; be 0x23
then _;my(0x23) = 0x56.

Another set of substitutions different from those presented in Appendix A can
be used. In this case, S-boxes must be supplied in the prescribed manner.

Inverse permutation of elements

The function _;7; executes cyclic left shift for the rows of the state matrix G = (g; ;).
The number of shifted elements depends on the row number i € {0,1,...,7}, the
block size | € {128,256,512}, and is calculated according to the formula 6; = | 5.
For example, the fifth row of the state matrix of the cipher with the 256-bit block

size is circularly shifted left by two positions.

Inverse linear transformation

To perform the function _;9; each element g, ; € Vs of the internal state matrix
G is represented as an element of the finite field GF(2%) formed by the irreducible
polynomial Y (z) = 2% + 2* + 23 + 22 + 1, or 0x11D in hexadecimal notation.

Each element of the resulting state matrix W = (_jw;;) is calculated over
GF(28) according to the formula

U}iJ‘ = (_1U K Z) & Gj,

where ;v = (0xAD, 0x95, 0x76, 0x A8, 0x2F, 0x49, 0x D7, 0xC' A) is the vector that
forms the circulant matrix with the MDS property, and G, is the ;' column of the
state matrix G.

The vector v consists of the hexadecimal constants (bytes) that are elements of
the finite field GF(2%). The left circular shift is made with respect to elements of
the set v.



7 Round key generation
Intermediate key K,
The length of the intermediate key K, is equal to the block size (I bits), and is

represented as a matrix of 8 x ¢ size. This key is generated from the encryption key
K using the following transformation:

O = o om0 nl(K“) oYyoTmomo f{l(K“) oYyoTmom onl(Ka),

()

where n,”, 7], 71, 11, ) are functions described in Section 5.

When the block size and the key length are equal (k =) then K, = K, = K
(the second argument for the functions n(') and /fl(') is the encryption key).

If the block size and the key length are not equal (kK = 2-1), then K, || K, = K,
ie. Ka = Ll,l/Q(K) and Kw = Rl,l/2(K)-

The I-bit value #%£04 (given in the little-endian notation) is taken as an argument
for the transformation @) to obtain the value of the intermediate key K,.

Round keys with even indexes
Each round key Ky, K7, ..., K; has the size of the internal cipher state (I bits) and
is represented as a matrix of 8 x ¢ size. The generation of round keys depends on
the encryption key K, the intermediate key K, and the index i.

The round keys K; with even indexes (i € {0,2,...,t}) are obtained by the

=(EKo1) transformation:
(Ko) (Ko) (Ko)
=(K,Kpd) _ (# 7) / (p;77) / (p;77)
= ) =1, oYyoT oM Ok, oo omon, ;

where 77[('), 7, 7, ¥r, k) are functions described in Section 5, and goEK”) returns the
internal state that consists of the K, added modulo 2% with the constant shifted

by the round key index. The function gogK”) is defined as @EK") = 'r]l(K") (19 < (%)),
where the value ¥ = ul(OXOOOIOOOI'“OOOl) has the length of the cipher internal state.
The value K 3> 32-i (K is the encryption key) is the input to the transformation
EH Ko when the key length is equal to the block size (k = I).
If the block size and the key length are not equal (k = 2 - 1), then the following

values are used as the input to the transformation Z(:Ke-):

o Ly (K >>16-1) to generate the round keys with even indexes divisible by 4
(1=1{0,4,8,...});

o Ry (K >>64-|%]) to generate the round keys with even indexes not divisible
by 4 (1 ={2,6,10,...}).

Round keys with odd indexes

Each round key with odd index is generated from the previous round key with even
index according to the formula:

l
K, = (K| (Z +24)),

where [ is the size of the cipher internal state (in bits) and ¢ € {1,3,...,t — 1}.



8 Conclusions

Kalyna ia a block cipher with SPN-based (Rijndael-like) structure. It has increased
MDS matrix size, a new set of four different S-boxes, pre- and postwhitening
using modulo 2% addition and the key schedule based on the round function
transformations only. Kalyna supports block size and key length of 128, 256 and 512
bits (key length can be either equal or double of the block size). Kalyna is adopted
as the new Ukrainian encryption standard DSTU 7624:2014 that also includes ten
modes of operation and test vectors. The description of the block cipher given in
this paper is an adapted English version of the Kalyna specification from the original
standard.
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A S-boxes for the Kalyna block cipher
(hexadecimal notation)

Substitution 7

A8 43 5F
6D F3 1D
3E DD A3
92 72 9E
DC F2 83
2E E7 E2
34 48 FC
22 33 24
9B 4C FE
EB 84 69
78 11 01
B3 BE CE
OF EF E8
F7 EA OA
AC 52 64
81 54 CO
Substitution
CE BB EB
42 15 56
31 F6 64
7C 26 2E
1A 6B 69
4C 63 SE
E7 2B 48
30 DC B7
20 DA C9
7D 93 1B
18 32 71
88 46 80
F1 6E 94
50 T7A 9oF
72 2C DD
B6 C2 01

06
CB
4F
61
37
5A
B7
28
60
3A
E5
BD
8C
0D
10
ED

1
92
B4
58
F7
F3
5B
FD
6C
00
FE
4B
1E
28
74
DO
FO

6B
C9
B4
D1
42
96
6A
36
5C
9D
00
AE
35
TE
DO
4E

EA
65
9E
08
BD
CC
96
4A
TE
C4
EF
38
9A
53
87
5A

75
4D
B6
63
E4
16
88
Cc7
DA
D7
68
E9
03
F8
D9
44

CB
1C
F4
5D
33
3C
45
B5
A2
47
3B
E1l
84
B3
BE
ED

6C
2C
9A
FA
TA
23
A5
B2
18
D3
98
8A
D4
50
13
AT

13
88
22
44
AB
19
FC
3F
55
09
70
B8
E8
61
5E
A7

59
AF
OE
EE
32
2B
53
3B
46
70
AO
31
TF
1A
0C
2A

C1
43
AA
3E
FA
Al
41
97
BF
86
AO
A8
A3
AF
A6
66

71
79
1F
F4
9C
Cc2
86
8E
CD
67
C5
1C
FB
Cc4
12
85

E9
C5
75
9F
D1
81
12
D4
11
0B
E4
EO
4F
39
EC
21

DF
EO
BF
19
cC
65
Fo
7
7D
40
02
EC
05
07
29
25

3A
5C
OF
14
9B
49
0D
62
D5
8F
40
0C
7
35
04
TF

87
97
15
D5
AB
66
5B
BA
21
B5
A6
F1
C1
57
51
E6

D6
36
02
C8
68
7B
79
2D
9C
9D
FF
23
D3
DE
C6
8A

95
FD
El
AD
4A
OF
DB
F5
BO
DE
74
99
5E
B8
B9
CA

B2
BA
Bl
AE
4E
D9
E5
06
CF
6A
C3
76
85
CD
03
27

17
6F
49
58
8F
BC
38
14
3F
5D
2D
94
90
3C
CF
7C

D2
Fb5
DF
54
16
6F
89
Ad
OE
07
A9
1D
E2
1F
34
Cc7

FO
4B
D2
A4
6E
A9
7B
OF
1B
30
0B
AA
20
62
D6
8B

90
57
6D
10
95
37
8C
A5
0A
B9
E6
25
52
99
FB
Cco

D8
45
93
BB
04
47
C3
08
89
91
A2
Fé
3D
E3
73
56

17
67
73
D8
91
60
E3
83
3D
BO
78
24
F2
AC
DB
29

09
39
C6
Al
27
41
1E
55
FF
B1
76
26
82
C8
8D
80

F8
8D
4D
BC
EE
CA
20
5F
51
98
F9
05
82
AD
59
D7



Substitution

93 D9 9A
4n 17 2B
49 3¢ €O
A6 2C cCa
25 A5 D7
10 D5 4F
56 81 8F
1E 0B 05
87 C9 FO
27 CF 99
B3 69 57
73 F9 CA
52 B6 08
6B F5 79
F6 FF 13
42 04 A0
Substitution
68 8D CA
22 03 46
58 2F 0D
70 5D F3
B5 38 6E
31 14 AE
72 44 15
EA BC 62
34 T7E 10
C3 OF B6
97 2E F8
6C 90 00
A7 C6 93
E7 BO 82
CB BB 6B
64 6D DC
Substitution
A4 A2 A9
E3 Al ES8
CD 8A 70
9D B7 47
99 5F 44
D6 EA E1l
83 33 DD
97 08 31
FF FO CF
cC 9E 30
A7 3F AE
88 OF 76
F2 CA 58
E4 34 2D
19 2B 52
oD BA 41

B5
C2
D8
E3
03
9E
7
D6
5D
A8
1F
3A
F3
BF
58
DB

3
4D
3D
02
45
OE
EE
FD
0C
F1
D7
65
8E
OF
F7
76
FO

98
94
5C
76
11
4D
CcC
14
6D
50
07
1A
AE
01
F1
39

73
2D
ED
40
E5
C8
37
24
7B
29
Fé6
6F
0A
FE
BA
59

—170

C5
E6
56
71
01
67
35
EE
42
2E
22
BO
6E
96
DE
11

4E
7C
72
60
F5
F1
E2
AB
91
BC
3D
24
D8
C6
45
38

22
F4
9B
78
00
A9
9C
6E
3F
OF
1C
FB
BE
5F
47
86

4B
4A
51
CcC
F4
48
BE
A6
8F
c2
75
50
06
9D
5A
A9

C9
2A
F9
C4
1E
TF
59
05
F8
0B
66
9A
A8
3A
A3
7B

45
BB
AD
B7
C3
55
B9
6C
88
37
8A
0D
19
75
0A
54

4E
53
9E
E8
F9
D3
5F
A8
63
EB
07
01
E6
87
7D
4C

03
55
BF
74
87
FE
5A
AF
68
54
AA
25
2F
ED
FA
BE

FC
A3
85
B4
2E
C6
E2
TE
8D
24
BC
C1
89
63
TF
AA

2A
83
11
94
86
30
AA
EC
AO
Co
04
C5
2B
5C
78
17

D9
0C
4F
43
5E
DA
98
79
0A
1A
Fé
63
75
95
51
DO

BA
62
53
09
92
DO
AC
66
C7
28
20
FE
32
1B
C5
8C

D4
13
F2
56
E9
Al
9B
67
05
A4
49
DA
96
81
0B
TF

TE
86
73
6C
61
3C
A5
AO
65
A6
00
DB
DF
OE
C2
D5

6A
E4
Al
3B
EF
7B
B8
FD
F7
30
EB
FA
26
23
A7
34

52
8A
3E
08
4F
92
88
20
9A
8B
33
47
A3
35
95
91

OF
39
E9
1F
2C
07
92
18
8E
BB
5D
EB
14
E5
B5
69

DF
71
TA
OE
4E
18
2F
Bl
1D
95
CE
F2
BO
3D
E7
21

26
B7
55
CE
D6
41
D8
DB
43
8C
E4
3F
1C
DE
E3
B8

D2
D7
F7
93
4B
53
64
46
B6
26
BD
TA
FB
85
D1
36

02
D4
C8
41
12
97
15
E5
E9
D2
8E
6F
EA
68
61
8B

B3
D5
5E
1A
85
Bl
AB
7C
7
1D
D9
CD
AF
B4
AD
C9

AD
8D
57
7
1D
6A
04
6D
FD
80
4A
3E
13
6B
90
C8

9F
CD
2D
4C
9D
D3
A4
60
EC
3E
AB
BD
4B
2A
5A
F8

54
25
D1
3A
23
18
89
28
21
FB
B9
69
6A
A5
74
57

E7
B8
16
DC
81
84
06
FC
C3
48
EO
5C
49
40
B9
62

DC
70
EO
DE
7D
36
7C
AF
ED
5B
EE
96
64
65
06
0C

1E
79
16
D2
CF
C4
9C
DD
BF
FF
DO
A2
12
FC
98
1B

D3
12
AC
CE
15
9C
10
89
EF
94
3B
B3
88
21
F3
1B

51
16
D1
B2
CB
E6
DA
5E
80
40
31
DD
84
E8
46
74

19
F5
3C
E1l
32
2C
FA
AC
27
C1
42
E2
84
80
3B
EO

27
6F
50
20
F4
CB
4D
D4
78
32
B4
B1
B2
9B
37
82

59
E1l
72
90
35
48
38
33
29
83
A2
43
82
91
44
67

1F
BD
66
DF
99
71
60
5B
09
B2
C7
TA
39
EF
36
61

5B
28
Cco
8C
23
02
1C
C7
4C
7D
17
29
EC
09
C1
8F
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Substitution _;m

83 F2 2A
3D 88 68
6F F8 26
70 20 Al
A9 67 10
DO 8F CD
5E D6 79
A6 A2 EO
B2 58 CF
OD 4E 03
A7 57 85
9E 2B 0B
FD 07 F1
E3 48 0C
B8 B5 CC
F3 CO CE

Substitution
45 D4 OB
50 44 4B
A8 FA 05
99 AE (8
9E 3B FO
94 OE CO
7C EB 18
1D 1A OF
8E 61 CF
3F DF 48
F2 29 AF
CA 7A 3E
22 B7 13
58 2E 9B
2D 1F 67
82 E4 BA

Substitution
B2 B6 23
82 27 CD
79 8C 10
57 50 4E
34 B5A AE
B5 25 09
6F FF 72
30 5F 60
DE D8 D2
Bl F9 59
87 58 BD
DI 5B OF
97 9E 95
AD 2C 3D
FE 3E BE
F3 83 28

EB
06
BA
45
17
D4
51
2E
TE
91
c7
D5
AB
CA
6E
43

E9
39
BE
EC
36
3C
22
D3
C5
C2
7C
13
94
78
A8
25

—17T2

43
E2
D9
TF
BF
28
D7
BO
9F
00
17
A0
46
5C
33
Cc3

F1
74
97
F9
EF
Fé
CD
FE
CE
14
6C
37
32
1B
19
15

—173

11
18
4C
A9
8A
16
86
04
17
Cc2
C9
0B
90
56
EA
32

A7
51
74
80
61
0C
FO
EC
CE
37
98
DB
5D
08
AA
45

BF
11
BD
D9
65
86
14
28
CB
4D
7D
75
18
89
6B
1C

72
6B
40
4F
06
56
DD
D6
27
9A
41
03
E8
51
7B
D1

88
62
1C
D9
33
2A
A3
A5
4B
E9
DC
40
B7
1B
44
1E

7B
4C
31
1A
Bl
12
F7
BB
97
64
E7
FO
EA
0A
AD
21

ED
1E
C9
5D
EE
60
78
34
F5
BD
30
C1
57
73
5E
EO

C5
2D
0A
EF
12
38
2F
E3
47
C8
75
92
C1
4A
C6
A4

9C
OE
FB
5D
95
1D
1E
C9
E4
7
F6
72
FC
FF
60
33

A4
11
90
96
E5
A2
FF
63
80
5B
E9
36
88
42
EA
89

A6
F7
8E
64
B9
FC
78
8B
D6
AO
Co
1A
AF
93
DO
D3

34
AO
C3
B4
62
23
4A
AE
16
9F
B7
B6
3A
3E
C6
OF

C2
5A
98
6F
5F
E3
DB
35
86
04
93
69
2B
23
DE
FC

39
5C
7C
41
55
20
00
E7
69
ED
76
FA
54
6A
36
A2

96
56
FE
D8
59
EF
42
6A
6C
DD
AC
9D
82
5B
08
AF

38
C6
8F
F4
20
OF
Al
D2
C7
92
55
66
81
01
8B
B1

8F
OE
94
CF
A8
F4
BC
1D
6C
4F
F5
AC
FB
AB
48
46

8D
40
80
09
74
F4
9B
D1
FA
C4
27
1B
5F
81
04
47

E6
B4
DC
B3
10
EC
09
2A
A6
02
F7
08
B2
6E
CB
B9

Cc4
3B
07
3C
15
E5
cC
BF
19
89
67
E4
02
B8
70
6E

98
92
61
A5
A3
53
41
5A
BO
49
46
01
05
EE
02
ED

71
D8
12
39
cC
9D
DO
59
FB
25
AC
16
4E
F3
A9
B5

E8
FD
c7
EE
05
TF
E2
84
99
68
6B
E1l
EO
TA
96
9C

B9
15
E1l
55
50
19
73
30
6D
8A
DE
3F
54
71
E8
66

FD
A5
31
21
3C
24
76
6D
F8
65
68
A7
64
0D
8C
07

73
CA
5E
2E
F6
D7
BO
7B
9A
6D
TE
71
35
F2
7
DD

69
BC
TA
8E
2F
35
2D
90
1F
9A
DF
44
DB
E2
F5
63

B6
8A
2C
DA
54
83
84
4D
87
4C
26
BC
1C
BE
8D
79

22
9B
14
13
03
31
F1
E6
01
D5
EB
1F
BB
7D
24
63

8C
B3
32
37
4B
E6
C1
84
52
24
3B
E5
00
DA
4F
93

3A
70
47
9C
4A
TE
75
7
AB
53
Cc4
C5
AA
3D
AD
B8

43
0D
Al
29
06
2B
42
81
B3
26
52
65
3A
DA
53
D4

29
DC
D2
76
C8
TF
5C
F9
99
38
D7
87
8B
2C
A4
AA

95
A3
6A
85
52
D5
BB
E7
62
0C
7D
D3
91
0A
49
E1l

C3
OF
21
BA
49
66
B4
F8
85
91
CB
8D
4D
3F
DF
9D
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