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Cipher GOST 28147
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S-boxes - long-term key (512 bits)
Input/Output = 64/64 bits
Cipher based on Feistel Network
with r = 32 rounds.
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Slide Attack
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IfF1:F2:...:F,:Fand
P' = F(P), then

C = F(O).
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Slide Attack on GOST

F(x)

If session key is equal K =0 and

P = (F(x),x) — C =(a,b).

Then

P' = (x,0) = C = (c,a),

where ¢ = b @ F(a)
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Finding Substitutions
Step 1

@ Suppose that x = 0, then
P'=(0,0) = C =(c,a)
e Find y ={0,1,...,2% — 1} such that
P=(y,0) = C=(a0)
e Find 5,(0)

5/(0):)/,' /:{0,1,...,7}
yi = ((y >> 11) > 4i) A Fig
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Finding Substitutions
Step 2

For finding Si(u) (v = {1,2,...,15}) exhaustive
search method is used.

Suppose that v = S;(v) (v = {0,1,...,15}). Then
for all i, u, v let us search values such that C, = C,
where C,;,, C; are left and right parts of ciphertext
E(P"), E(P) respectively and P' = (u < 4i,0),
P=(F(u<4i),u<4i.

Oleksandr Kazymyrov Long-Term Key Recovering of The GOST Cipher



Finding Substitutions
Step 2 continue

We try to find such parametrs when S;(v) = v.
@ Suppose that x = u < 4/ and for all
v=140,1,...,15} compute
P = (x,0) = C = (c, Cg)
P = (F(x),x) —» C=(Cb)
o If Cx = C, then
Si(u) =v
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Complexity

@ The first step requires no more than 232
encryptions.

@ The second step requires no more than
23(2% — 1)2*2 = 21! encryptions.
@ Then total complexity is 232, because 2! « 232,
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Practical Results

The table below contains information about practical
results of finding long-term key in cipher GOST.
Time is given in seconds.

Keys | Min | Max | Average
100 | 0.00 | 110.00 | 54.13
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Long-term key in cipher GOST doesn't add more
security, then session key. The real complexity is no
more then 225°.
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