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Basic Definitions

Let α ∈ F2n be the root of a primitive polynomial f(x) of
degree n over F2, then

F2n = {0, α, α2, . . . , α2n−1}

Any b ∈ F2n has the following representations

polynomial (binary)

integer

logarithmic
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Example of Representations

Let f(x) = x3 + x+ 1, n = 3 and α = x then

log polynomial binary integer
0 0 (0, 0, 0) 0
α x (0, 1, 0) 2
α2 x2 (0, 0, 1) 4
α3 x+ 1 (1, 1, 0) 3
α4 x2 + x (0, 1, 1) 6
α5 x2 + x+ 1 (1, 1, 1) 7
α6 x2 + 1 (1, 0, 1) 5
α7 1 (1, 0, 0) 1
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Basic Definitions

Let n and m be two positive integers. Any function
F : Fn

2 7→ Fm
2 is called an (n,m)-function.

(n,m)-functions are used in cryptography as:

nonlinear combining or filtering functions in the
pseudo-random generators (stream ciphers)

substitution boxes (S-boxes) providing confusion in block
ciphers
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ANF and Algebraic Degree

The algebraic normal form (ANF) of any (n,m)-function F
always exists and is unique:

∑
I⊆{1,...,n}

aI

(∏
i∈I

xi

)
=

∑
I⊆{1,...,n}

aIx
I , aI ∈ Fm

2

The algebraic degree of F

deg(F ) = max{|I| | aI 6= 0}

Any (n, n)-function F admits a unique univariate polynomial
representation over F2n , of degree at most 2n − 1:

F (x) =
2n−1∑
j=0

δjx
j, δj ∈ F2n .
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Almost Bent Function

The Walsh transform of an (n,m)-function F at
(u, v) ∈ Fn

2 × Fm
2

λ(u, v) =
∑
x∈Fn

2

(−1)v·F (x)+u·x

where ”·” are inner products.
Extended Walsh Spectrum

ΛF = {|λ(u, v)| | (u, v) ∈ Fn
2 × Fm

2 , v 6= 0}

Function F is called almost bent (AB) if ΛF ∈ {0, 2
n+1
2 }.
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Almost Perfect Nonlinear

F is differentially δ-uniform if equation

b = F (x) + F (x+ a), ∀a ∈ Fn
2 ,∀b ∈ Fm

2 , a 6= 0

has at most δ solutions.

F with δ = 2n−m is called perfect nonlinear

An (n, n)-function F is almost perfect nonlinear (APN) if
δ = 2

Since characteristic of field F2n is 2, δ ≥ 2 and must be
even.
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Basic Definitions

A function F : Fn
2 7→ Fm

2 is linear if

L(x) =
n−1∑
i=0

cix
2i , ci ∈ F2m .

The sum of a linear function and a constant is called an affine
function

A(x) = L(x) + c, c ∈ F2m .
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Basic Definitions

Matrix representation of an affine function A(x)

A(x) = M · x⊕ C,

where M is m× n matrix and C ∈ Fm
2 .

All operations are performed in the field F2. In other words
a0
a1
. . .
am−1


x

=


k0,0 · · · k0,n−1
k1,0 · · · k1,n−1

...
. . .

...
km−1,0 · · · km−1,n−1

 ·


x0
x1
. . .
xn−1

⊕


c0
c1
. . .
cm−1
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EA-equivalence

Two functions F and G are called EA-equivalent if

F (x) = A1 ◦G ◦ A2(x) + L3(x) =

= L1(G(L2(x) + c2)) + L3(x) + c1

for some affine permutations A1(x) = L1(x) + c1,
A2(x) = L2(x) + c2 and linear function L3(x).

Functions F and G are restricted EA-equivalent if some
functions of {L1, L2, L3, c1, c2} are in {0, x}. Two special
cases

linear equivalent: {L3, c1, c2} = {0, 0, 0}
affine equivalent: L3 = 0
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EA-equivalence

For F,G : Fn
2 7→ Fm

2 another form of representation of
EA-equivalence is the matrix form

F (x) = M1 ·G(M2 · x⊕ V2)⊕M3 · x⊕ V1

where elements of {M1,M2,M3, V1, V2} have dimensions
{m×m,n× n,m× n,m, n}.
Matrices Mi and vectors Vj have a form

M =


k0,0 · · · k0,n−1
k1,0 · · · k1,n−1

...
. . .

...
km−1,0 · · · km−1,n−1

 , V =


v0
v1
. . .
vm−1

 .
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CCZ-equivalence

Two functions F (x) and G(x) are CCZ-equivalent iff for some
affine permutation L(x, y) = (L1(x) + L2(y), L3(x) + L4(y))

F (x) = F2 ◦ F−11 (x),

where F1 is a permutation and

F1(x) = L1(x) + L2 ◦G(x); F2(x) = L3(x) + L4 ◦G(x).

If F is CCZ-equivalent to G and L2 = const (resp. L1 =
const) then G (resp. G−1) and F are EA-equivalent.
Invariant characteristics for both equivalences:

extended Walsh spectrum (nonlinearity, AB)

δ-uniformity (APN)

Only EA-equivalence preserves algebraic degree.
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Open Problems

1. Verification of EA-equivalence for arbitrary functions.
2. For given functions F and G, find affine permutations
A1, A2 and a linear function L3 such that

F (x) = A1 ◦G ◦ A2(x) + L3(x)

Complexity of exhaustive search for F,G : Fn
2 7→ Fn

2 equals

O
(

23n2+2n
)

. For n = 6 the complexity is already 2120.
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Open Problems

Alex Biryukov et al. have shown that for permutation G:

F (x) = L1 ◦G ◦ L2 (O (n2 · 2n))

F (x) = A1 ◦G ◦ A2 (O (n · 22n))

The following complexities are not taken into account:

obtaining the value F (x) for any x;

computation of F−1(x) and corresponding substitution;

memory needed for data storage.
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Convert Linear Function to Matrix

For linear function L : Fn
2 7→ Fm

2 and m× n matrix M

L(x) = M · x

suppose

rowsM(i) = (mij) , ∀j ∈ {0, 1, . . . , n− 1};
colsM(i) = (mji) , ∀j ∈ {0, 1, . . . ,m− 1}.

For x = 2i, i ∈ {0, 1, . . . , n− 1}

20 =


1
0
. . .
0

 21 =


0
1
. . .
0

 2n−1 =


0
0
. . .
1
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Convert Linear Function to Matrix

Relation Between Function and Matrix

L(2i) = colsM(i), ∀i ∈ {0, 1, . . . , n− 1}

Suppose L : F24 7→ F24 , L(x) = α4x+ α3x2 + α11x4 + α5x8.

L(1) = α4 = z + 1 = (1, 1, 0, 0) = 3

L(2) = α6 = z3 + z2 = (0, 0, 1, 1) = 12

L(4) = α3 = z3 = (0, 0, 0, 1) = 8

L(8) = α13 = z3 + z2 + 1 = (1, 0, 1, 1) = 13

M =


1 0 0 1
1 0 0 0
0 1 0 1
0 1 1 1

 O (n)
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Equivalence of F (x) =M1 ·G(x)⊕ V1

Restricted EA-equivalence

F (x) = M1 ·G(x)⊕ V1

Let G(x) = G′(x)⊕G(0) and F (x) = F ′(x)⊕ F (0) then

F ′(x)⊕ F (0) = M1 ·G′(x)⊕M1 ·G(0)⊕ V1{
F (0) = M1 ·G(0)⊕ V1
F ′(x) = M1 ·G′(x)

Two different cases

{2i | 0 ≤ i ≤ m− 1} ⊂ img(G′)

G′(x) is arbitrary
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Equivalence of F (x) =M1 ·G(x)⊕ V1

{2i | 0 ≤ i ≤ m− 1} ⊂ img(G′)

F ′(x) = M1 ·G′(x)

G′(xi) = 2i, 0 ≤ i ≤ m− 1

N = {xi | G′(xi) = 2i, 0 ≤ i ≤ m− 1}

F ′(ai) = colsM1(i), ai ∈ N, i ∈ {0, 1, . . . ,m− 1}

Complexity:

O( 2n + m + 2n ) ≈ O(2n+1)

.
Finding N

Cheking M1, ∀x ∈ Fn
2

Finding M1
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Equivalence of F (x) =M1 ·G(x)⊕ V1

G′(x) is arbitrary.

Definition

Let F ′(x)i be ith-bit of F ′(x), uG′ = |img(G′)| and NG′ be
any subset of Fn

2 such that |{G′(a)|a ∈ NG′}| = uG′ .

Example

S-boxG = [0, 8, 1, 2, 8, 1, 3, 5, 2, 2, 0, 1, 5, 11, 13, 2]

img(G) = [0, 8, 1, 2, 3, 5, 11, 13]

NG = [0, 1, 2, 3, 6, 7, 13, 14]
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Equivalence of F (x) =M1 ·G(x)⊕ V1
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Equivalence of F (x) =M1 ·G(x)⊕ V1

G′(x) is arbitrary.

F ′(xj)i = rowsM1(i) ·G′(xj), ∀xj ∈ NG′ , 0 ≤ j ≤ uG′ − 1⇔

⇔


F ′(x0)i = rowsM1(i) ·G′(x0)
F ′(x1)i = rowsM1(i) ·G′(x1)
. . .

F ′(xuG′−1)i = rowsM1(i) ·G′(xuG′−1)

.

For uG′ ≈ 2n the complexity is equal to

O (m · 22n)
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Equivalence of F (x) = G(x)⊕M3 · x⊕ V1

Restricted EA-equivalence

F (x) = G(x)⊕M3 · x⊕ V1

Let H(x) = F (x)⊕G(x) then

H(x) = F (x)⊕G(x) = M3 · x⊕ V1
H(x) = H ′(x)⊕H(0){

V1 = H(0)

H ′(x) = M3 · x

For x = 2i, ∀i = {0, 1, . . . , n− 1} find M3 with complexity

O (n)
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Equivalence of F (x) = G(M2 · x⊕ V2)

Restricted EA-equivalence

F (x) = G(M2 · x⊕ V2)

G is a permutation. Let H(x) = G−1(F (x))

H(x) = M2 · x⊕ V2
H(x) = H ′(x) +H(0){

V2 = H(0)

H ′(x) = M2 · x

For x = 2i, ∀i = {0, 1, . . . , n− 1} find M2 with complexity

O (n)
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Equivalence of F (x) =M1 ·G(x)⊕M3 · x⊕ V1

Restricted EA-equivalence

F (x) = M1 ·G(x)⊕M3 · x⊕ V1

Every vectorial Boolean function H admits the form

H(x) = H ′(x)⊕ LH(x)⊕H(0)
F ′(x) = M1 ·G′(x)

LF (x) = M1 · LG(x)⊕M3 · x
F (0) = M1 ·G(0)⊕ V1

O (2n+1) O (m · 22n)

.{2
i | 0 ≤ i ≤ m− 1} ⊂ img(G′) G′(x) is arbitrary
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Summary Table of Obtained Results

Restricted EA-equivalence Complexity G

F (x) = M1 ·G(x⊕ V2)⊕ V1 O (22n+1) †
F (x) = M1 ·G(x⊕ V2)⊕ V1 O (m · 23n) A

F (x) = G(M2 · x⊕ V2)⊕ V1 O (n · 2m) P
F (x) = G(x⊕ V2)⊕M3 · x⊕ V1 O (n · 2n) A

F (x) = M1 ·G(x⊕ V2)⊕M3 · x⊕ V1 O (22n+1) ‡
F (x) = M1 ·G(x⊕ V2)⊕M3 · x⊕ V1 O (m · 23n) A

† - G is under condition {2i | 0 ≤ i ≤ m− 1} ⊂ img(G′)
where G′(x) = G(x)⊕G(0).

‡ - G is under condition {2i | 0 ≤ i ≤ m− 1} ⊂ img(G′)
where G′(x) = G(x)⊕ LG(x)⊕G(0).
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Comparison of the Results

Restricted EA-equivalence Complexity G(x)

F (x) = M1 ·G(M2 · x) O (n2 · 2n) P
F (x) = M1 ·G(M2 · x⊕ V2)⊕ V1 O (n · 22n) P

F (x) = M1 ·G(x⊕ V2)⊕ V1 O (22n+1) †
F (x) = M1 ·G(x⊕ V2)⊕ V1 O (n · 23n) A

F (x) = G(M2 · x⊕ V2)⊕ V1 O (n · 2n) P
F (x) = G(x⊕ V2)⊕M3 · x⊕ V1 O (n · 2n) A

F (x) = M1 ·G(x⊕ V2)⊕M3 · x⊕ V1 O (22n+1) ‡
F (x) = M1 ·G(x⊕ V2)⊕M3 · x⊕ V1 O (n · 23n) A

† - G is under condition {2i | 0 ≤ i ≤ m− 1} ⊂ img(G′)
where G′(x) = G(x) +G(0).

‡ - G is under condition {2i | 0 ≤ i ≤ m− 1} ⊂ img(G′)
where G′(x) = G(x)⊕ LG(x)⊕G(0).
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