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Previous Work

This is an independent IT-security analysis based on the article

Kjell Jørgen Hole, Vebjørn Moen, Thomas Tjøstheim, Case
Study: Online Banking Security. IEEE Security & Privacy
4(2): 14-20 (2006).
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Terminology

ID number or SSN (Fødselsnummer)

An eleven digit number is assigned at birth or registration in the National
Population Register.

PIN code

A personal identification number (PIN) is a secret numeric password
shared between a user and a system.

Personal Password (PP) or password

A password is a secret string of characters that is used for authentication.

One-time password (OTP)

A password that is valid for only one login session and/or transaction.
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Getting a Netbank Account at DNB

Become a customer of the bank

Request a netbank account

The bank sends a 4 digits PIN code and an OTP
generator in two separate mails

PIN and SSN (and OTP) are used for registration

After registration a customer has OTP generator, PIN
and personal password(PP)
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Example of the Letter
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Password Requirements
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Changing Password
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Logging Netbank

Normal log in using SSN, OTP and PP.
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Logging Netbank

Mobile log in (browser) using SSN, PIN and OTP.
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General Representation of Attacks

1 disable (delete) Java
2 use the authorization page for mobile

devices
3 for all SSN numbers brute force PIN and

OTP
4 for specific person

find SSN number of a victim
brute force PIN and OTP
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General Theoretical Approach

Suppose SSN, PP and OTP are unknown. Then

Pone account = PSSN · PPP · POTP =

=
1

1011
· 1

116
· 1

106
≈ 5.64 · 10−24 ≈ 2−77

Suppose SSN, PIN and OTP are unknown. Then

Pone account = PSSN · PPIN · POTP =

=
1

1011
· 1

104
· 1

106
= 10−21 ≈ 2−70
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Scenario 1

Scenario 1

An adversary tries to obtain the SSN of a particular victim.

SSN has the structure

d1d2m1m2y1y2i1i2i3c1c2

Date of birth can be found from different sources

social networks (Facebook, Twitter, LinkId ...)

using public services including skattelister.no,
skatteetaten.no, 1881.no ...

identification card
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SSN Determination for Known DoB

Oleksandr Kazymyrov, Kjell Jørgen Hole Revised Attacks on Norwegian Banks



Introduction
PIN Attack

Scenario 1

Suppose all variables are unknown except the date of birth.
Then

Pone account =
1

105
· 1

104
· 1

106
= 10−15 ≈ 2−50

The theoretical calculation for known SSN

Pone account =
1

104
· 1

106
= 10−10 ≈ 2−34

Attacks progress

2∞
PPres→ 2−77

PIN→ 2−70
DoB→ 2−50

SSN→ 2−34
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Scenario 2

Scenario 2

An adversary knows the SSN and tries to obtain PIN of the
victim.

There are two different types of brute force attacks

passive (acquire PIN code)

active (access to netbank)
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Brute Force Attack. Active

The main steps of active brute force attack
1 check all SSNs
2 attack as fast as possible
3 distribute interactions with the netbank (use many IPs)

The probability of the successful attack for Q users

Pat least one account = 1− (1− Pone account)
Q

Pat least one account = 1− (1− 5 · 1

104
· 1

106
)3·10

5 ≈

≈ 10−4 ≈ 2−14
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Brute Force Attack. Active

Pone account = 5 · 1

104
· 1

106

PIN Frequency, %
#1 1234 10.713
#2 1111 6.016
#3 0000 1.881
#4 1212 1.197
#5 7777 0.745

Pat least one account = 1− (1− 2055.2

104
· 1

106
)3·10

5 ≈

≈ 0.06 ≈ 2−4
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Brute Force Attack. Active

Pone account = 0.20552 · 1

106
=

2055.2

104
· 1

106

PIN Frequency, %
#1 1234 10.713
#2 1111 6.016
#3 0000 1.881
#4 1212 1.197
#5 7777 0.745

Pat least one account = 1− (1− 2055.2

104
· 1

106
)3·10

5 ≈

≈ 0.06 ≈ 2−4
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Brute Force Attack. Passive

The main steps of passive brute force attack
1 log in less than 5 times for each SSN
2 spread attack over a long time period
3 use different IP addresses
4 geographically distribute interactions with the netbank

The probability of the successful attack for Q users and T
times

Pat least one account = 1− (1− Pone account)
Q·T

Pat least one account = (1− (1− 4 · 1

104
· 1

106
)3·10

5·5) ≈

≈ 6 · 10−4 ≈ 2−11
PINdestr≈ 0.077
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Conclusions and Propositions

Conclusions

after decade the bank(s) are still vulnerable to brute force
attack with high probability

DDoS attack may result into gray swan

it is possible at least partially to obtain private data from
communication between server and client using open tools

Propositions

protect servers from BEAST attack

it is necessary to establish a procedure for independent
auditing
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Open Questions

1 Is it possible to use the same OTP for log in and transfer
money?

2 What is the difference between common code generator,
”digipass” and ”BankID p̊a mobil”?

3 Analyze http://m.dnb.no in more detailed way.

4 Are the problems listed above specific for the DNB bank
or this is a general problem?

5 Can we use ”BankID p̊a mobil” service for spam or DoS
attack?
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