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Layered Security (Defense in Depth)

Perimeter

Mission
G Assets
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Source: https://www.tmctechnologies.com/cyber/



The Cyber Kill Chain

Harvesting email addresses,
conference information, etc.

WEABINI?

Coupling exploit with backdoor
into deliverable payload

Advanced
&

Targeted, Coordinated, Purposeful

Delivering weaponized bundle to the

P Pe rS i Ste n t victim via email, web, USB, etc.

Month after Month, Year after Year

"‘-T_"—kl'_'; Exploiting a vulnerability to execute

code on victim’s system

INSTAII A

Threat

T/
I Person(s) with Intent, Opportunity, and
Capability

Installing malware on the asset

COMMAND & GO

Command channel for remote
manipulation of victim
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With ‘Hands on Keyboard’ access,

. . . intrud lish their original goal
https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html iTHeers sccomplish Thelr originat goas



Pyramid of Pain

Machine
Learning

Legacy
AV
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Event Stream
Processing OHard!

. 0 Annoying
Network/Host Artifacts
' O Simple
Domain Names
IP Addresses O Easy

OTrivial

Source: https://www.carbonblack.com/2019/03/12/how-to-mature-your-threat-hunting-program-with-the-att-framework/



MITRE ATT&CK

Initial Access

et

Execution

et

Persistence

et

Gz Privilege Escalation

OCEAN

Lateral Movement ‘ Collection

L5 ot

Command And
Control

Discovery

L5 ot

Credential Access Exfiltration

Dt

Defense Evasion



MITRE ATT&CK

Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection Command And Control Exfiltration Impact

Drive-by Compromise AppleSaript _bash_profile and bashrc Access Token Manipulation Access Token Manipulation Account Manpulation Account Discovery AppleSaipt Audo Capture Commorly Used Port Autamated Exfitration Data Destruction

Exploit PublioF acing Application CMSTP Accessbilty Features Accessibillty Features Binary Padding Bash History Application Window Discovery Application Deployment Software Autamated Collection Commurication Through Removable Meda Data Compressed Data Encrypeed for Impact
Extemal Rermote Services Command-Line Interface Account Manipulation AppCert DLLs BITS Jobs Brute Force Browser Bookmark Discovery Distributed Component Object Madel Clipboard Data Connection Proxy Data Encryped Defacement

Hardware Additions Compied HTML Fie AppCert DLLs Appinit DLLs Bypass User Account C ontrd Credental Dumping Domain Trust Discovery Explotation of Remote Services Data from Information Reposttories Custom Command and Control Protocol Data Transfer Size Limits Disk Cortent Wipe
Replcation Through Removabie Meda Control Panel ltems Appinit DLLs Application Shimming Clear Command History Credentals in Files File and Directory Discovery Logon Scripts Data from Local System Custom Cryptographic Pratocol Exiltration Over Alternatve Protocd Disk Structure Wipe

Spearphisting Attachment

Dyramic Data Exchange

Application Shimming

Bypass User AccountCantrdl

CMSTP

Credentals in Registry

Network Service Scanning

Pass he Hash

Data from Network Shared Drive

Data Encoding

Exfiitration Over Command and Cortrol Channel

Endpoint Derial of Service

Spearphisting Link

Execution through API

Authentication Package

DLL Search Order Hjacking

Code Signing

Explotation for Credential Access

Network Share Discovery

Pass he Ticket

Data from Removable Media

Data Obfuscation

Exfiitration Over Other Network Medium

Firmware Corrupfon

Spearphisting via Service Execution through Module Load BITS Jobs Dyiib Hjacking Compie After Delivery Forced Authenfcation Network Snifing Remote Desktop Protocol Data Staged Domain Frorting Exiltration Over Physical Medium Inhibit System Recovery
Supply Chain Compromise Explottation for Client Execufon Boatkit Explotation for Privilege Escalation Compled HTML File Hooking Password Policy Discovery Remote File Copy Email Cdlection Domain Generation Algorithms Scheduled Transfer Network Derial of Service
Trusted Relationship Grapticdl User Irterface Browser Extensions Extra Window Memory Injection Comporent Fimware Input Cepture Peripheral Device Discovery Remote Services Input Cepture Fallback Channels Resource Hijacking
Valid Accounts InstallUtil Change Default Fie Assodiation File System Permissions Weakness Comporent Object Model Hijacking Input Prompt Pemission Groups Discovery Repication Through Removabie Meda Man i the Browser Muti-hop Proxy Runtime Data Manipulation
Launchotl Comporent Firmware Hooking Control Panel ltems Kerberoasting Process Discovery Shared Webroot Screen Capture Muti-Stage Channels Service Stop
Local Job Scheduing Comporent Otject Model Hijacking Image File Execution Options Injection DCShadow Keychain Query Registry SSH Hijacking Video Capture Mutiband Communication Stored Data Manipulation
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LSASS Driver Create Acoount Launch Daeman Deobfuscate/Decods Files or Information LLMNR/NBT-NS Poisoning and Relay Remote System Discovery Taint Shared Content
Mshta DLL Search Order Hjacking New Senice Disabling Security Tools Network Snifing Security Software Discovery Third-party Software
PowerShell Dyib Hjacking Path Interception DLL Search Order Hjacking Password Fiker DLL System Information Discovery Windows Admin Shares
Regsvcs/Regasm Extemal Remote Services Pist Modiication DLL Side-Loading Private Keys Windows Remote
Regsvr32 File System Permissions Weakness Port Moritors Execution Guardrails Securityd Memory System Network Connections Discovery

Rundi32 Hidden Files and D rectories Process Injection Explottation for Defense Evasion Two-Factor Authentication Interception System Owner/User Discovery

Scheduled Task Hooking Scheduled Task Extra Window Memory Injection System Service Discovery

Saripting Hypervisor Service Registry Permissions Weakness File Deletion System Time Discovery

Senvice Execution

Image File Execution Options Injection

Setuid and Setgid

File Permissions Modification

Signed Binary Proxy Execution

Kemel Modules and Extensions

SID-History Injecton

File System Logical Offsets

Signed Script Praxy Execution Launch Agent Startup tems Gatekeeper Bypass
Source Launch Daeman Sudo Group Policy Modffication

Space after Filename Launchd! Sudb Caching Hidden Files andDirectories
Third-party Software LC_LOAD_DYLIB Addition Valid Accounts Hidden Users

Trap Local Job Scheduing Web Shell Hidden Window

Trusted Developer Utiities Login Item HISTCONTROL

User Execution Logon Scripts Image Fie Execution Options Injection
Windows Management Instrumentation LSASS Driver Indicator Blocking

Windows Remote Maragement

Modify Existing Service

XSL Saipt Processing

Netsh Helper DLL.

New Service

Office Application Startup

PathInterception

Pist Modiication

Port Knocking

Port Moritors

Re.common

Re-opened Appiicatiors

Redundant Access

Registry RunKeys / Startup Fdder

Scheduled Task

Screensaver

Security Suppart Provider

Senvice Registry Permissions Weakness

Setud and Setgid

Shartout Modification

SIPand Trust Provider Hijacking

Startup tems

System Fimware

Systemd Service

Time Providers

Trap

Valid Accounts

Web Shel

Windows Management Insirumentation Event

Winlogon Helper DLL

Indicator Removal from Tods

Indicator Removal on Host

Indirect Command Execution

Install Root Certificate

Installutil

Launchetl

LC_MAIN Hijacking

Masquerading

Modify Regstry

Mshta

Network Share Connection Rermoval

NTF'S File Attritutes

Obfuscated Files or Information

Pist Modification

Port Knocking

Process Doppelgéinging

Process Hollowing

Process Injection

Redundant Access

Regsvcs/Regasm

Regsvr32

Rootkit

Rundi32

Saripting

Signed Binary Proxy Execution

Signed Script Praxy Execution

SIPand Trust Provider Hijacking

Software Packing

Space after Filename

Template Injection

Timestorp

Trusted Developer Utilties

Valid Accounts

Vitualization/Sandbox Evasion

Wb Service

XSL Saipt Processing

Vitualization/Sandbox Evasion

https://mitre-attack.github.io/attack-navigator/enterprise/#

Mutilayer Encryption

Port Knocking

Remote Access Tools

Remote File Copy

Standard Application Layer Probcol

Standard Cryptographic Protocol

Standard Non-Application Layer Protocol

Uncommonly Used Port

Web Service

Transmitted Data Manipulation




NIST Cybersecurity Framework

Recover

) Response




Measure Security by psset Management Cis Contrls,
Key Performance Indicators (KPls) Pusiness Environment

. Governance
Identify .
| Risk Assessment CIS Control 3
. Risk Management Strate
Identify I & y
Supply Chain Risk Management
Identity Management,
I Authentication, and Access Control GIE Comivella, g 7, 22, 52, 27, 79
PrOteCt Awareness and Training CIS Control 4, 17
Data Security CIS Control 1, 2, 13, 14, 18
Protect [ ———
Detect nformation Protection Processes 5 Gl g, 5, o 516y 350
and Procedures
Maintenance CIS Control 4, 12
Protective Technol CIS Control 4, 6, 8, 11, 13, 14, 16
Respond - rotective Technology ontrol 4 11,13, 14, 1
Anomalies and Events CIS Control 6, 9, 12, 19
Detect Security Continuous Monitoring CIS Control 3, 8, 19
Recover Detection Processes CIS Control 6
| | | Response Planning CIS Control 19
Communications CIS Control 19
(0] 1 2 3 A 5 Respond Analysis CIS Control 3,19
Mitigation CIS Control 3, 19
Improvements CIS Control 19
CU rrent state Ta rget state Recovery Planning CIS Control 19
Recover Improvements CIS Control 19
OCEAN

Communications CIS Control 19



Vendor Risk Management

Automate the standardization of security

IT Risk Management and risk assessments, risk quantification, Compliance Management

business impact analyses and reporting
Prlotect your mfrgstru;ture Wlt'h across third parties, partners, and Get visibility into yo'ur.posture projected
actionable threat intelligence, risk vendors to Lncover unknown risks across standards, eliminate manual effort
quantification, and optimized plans that _ across assessments, and focus on

provide the lowest cost, highest impact automated plans that will lower risk
path towards your goals T

Digital Risk Management Audit Management

Give auditors the exact information
they're looking for with audit-ready
reports and optimized remediation plans
that require no human effort to produce

T

Manage risk confidently with scalability
and flexibility that keeps you up to speed
with the digital transformation and the
evolving risk landscape

T

G Integrated Risk Management (CyberStrong)




Security by Design

Security architecture and
infrastructure design

? -— - 3. »Ya -
Knesponse & kecover

Computer security incident response
on IT/OT cyberattacks

Information
Security
Services

Protection & Prevention

Leveraging best practices for data

Prediction & Detection protection and overall information

) ) D security
Security operation and monitoring

Threat and vulnerability prediction and
detection platform

Verification & Exercise

Security evaluation and verification
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Summary
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Tier 3:

Jira Cases / CIS Controls

Information Technology
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UnlITy’s Security Tools Portfolio
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