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O p e n  S e c u r i t y  A r c h i t e c t u r e



L a y e r e d  S e c u r i t y  ( D e f e n s e  i n  D e p t h )

Source: https://www.tmctechnologies.com/cyber/



T h e  Cy b e r  K i l l  C h a i n

https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html

Advanced
Targeted, Coordinated, Purposeful

Persistent
Month after Month, Year afterYear

Threat
Person(s) with Intent, Opportunity, and 

Capability

A

P

T



P y r a m i d  o f P a i n

Source: https://www.carbonblack.com/2019/03/12/how-to-mature-your-threat-hunting-program-with-the-att-framework/



M I T R E  AT T & C K
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M I T R E  AT T & C K

https://mitre-attack.github.io/attack-navigator/enterprise/#



N I S T  Cy b e r s e c u r i t y  F r a m e w o r k
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DetectResponse

Recover



FUNCTION CATEGORY CIS CONTROL

Identify

Asset Management CIS Control 1, 2

Business Environment

Governance

Risk Assessment CIS Control 3

Risk Management Strategy

Supply Chain Risk Management

Protect

Identity Management, 
Authentication, and Access Control

CIS Control 4, 9, 11, 12, 13, 14, 16

Awareness and Training CIS Control 4, 17

Data Security CIS Control 1, 2, 13, 14, 18

Information Protection Processes
and Procedures

CIS Control 3, 5, 7, 10, 11

Maintenance CIS Control 4, 12

Protective Technology CIS Control 4, 6, 8, 11, 13, 14, 16

Detect
Anomalies and Events CIS Control 6, 9, 12, 19

Security Continuous Monitoring CIS Control 3, 8, 19

Detection Processes CIS Control 6

Respond

Response Planning CIS Control 19

Communications CIS Control 19

Analysis CIS Control 3, 19

Mitigation CIS Control 3, 19

Improvements CIS Control 19

Recover
Recovery Planning CIS Control 19

Improvements CIS Control 19

Communications CIS Control 19

M e a s u r e S e c u r i t y  b y
K e y  Pe r f o r m a n c e I n d i c a t o r s ( K P I s )
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T i m e l i n e :  I m p l e m e n t a t i o n  v s  M a i n t e n a n c e

Integrated Risk Management (CyberStrong)
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S u m m a r y

NIST CSF (tracked by CyberStrong)

Jira Cloud / Project Planner 
CIS Controls / Security Domain 

Jira Cases / CIS Controls



UnITy’s Security  Tools  Portfol io


