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I received a Ph.D. degree in Information Security, 
and I am co-author of Ukrainian national 
standards for block cipher and hash function 
(DSTU 7624:2014 and DSTU 7564:2014). I am 
an expert in network security with several 
certifications such as CISSP, E|CEH (Certified 
Ethical Hacker) and E|CES (Certified Encryption 
Specialist). In addition, as a technical test 
manager / test analyst at EVRY, I have gained 
expertise in various areas of information security 
(i.e., security and risk management, network 
security, penetration testing, and operation of 
critical and security systems). My current 
position is Information Security Manager with 
the overall responsibility of information security 
in G2 Ocean, Grieg Star and Gearbulk.
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Talks

■ EHiN 2018
Kan krypto gjøre at hvor data lagres blir uvesentlig?

■ NDC Oslo 2018
Getting benefits of OWASP ASVS at initial phases

■ PHDays 7
Jumping from Tenable's SecurityCenter CV to production environments

■ TestWarez 2016
OWASP ASVS for NFTaaS in Financial Services
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G2 OCEAN

P I O N E E R I N G  S U S T A I N A B L E  S H I P P I N G  S O L U T I O N S
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What is UnITy?

Grieg Star G2 Ocean Gearbulk

UnITy
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InfoSec
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Status H1 2019
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The Cyber Kill Chain



MITRE 
ATT&CK

https://mitre-attack.github.io/attack-navigator/enterprise/#

Enterprise Techniques: 244
Mobile Techniques: 67
PRE-ATT&CK Techniques: 174

https://mitre-attack.github.io/attack-navigator/enterprise/


NIST Cybersecurity Framework
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DetectResponse
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FUNCTION CATEGORY CIS CONTROL

Identify

Asset Management CIS Control 1, 2

Business Environment

Governance

Risk Assessment CIS Control 3

Risk Management Strategy

Supply Chain Risk Management

Protect

Identity Management, 
Authentication, and Access Control

CIS Control 4, 9, 11, 12, 13, 14, 16

Awareness and Training CIS Control 4, 17

Data Security CIS Control 1, 2, 13, 14, 18

Information Protection Processes
and Procedures

CIS Control 3, 5, 7, 10, 11

Maintenance CIS Control 4, 12

Protective Technology CIS Control 4, 6, 8, 11, 13, 14, 16

Detect

Anomalies and Events CIS Control 6, 9, 12, 19

Security Continuous Monitoring CIS Control 3, 8, 19

Detection Processes CIS Control 6

Respond

Response Planning CIS Control 19

Communications CIS Control 19

Analysis CIS Control 3, 19

Mitigation CIS Control 3, 19

Improvements CIS Control 19

Recover
Recovery Planning CIS Control 19

Improvements CIS Control 19

Communications CIS Control 19

M a t u r i t y o f I n f o r m a t i o n  S e c u r i t y

Identify

Protect

Detect

Respond

Recover

0 1 2 3 4 5

Current state Target state



Live in G2 Ocean
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Response & Recover

Prediction & Detection

Security by Design

Protection & Prevention

Verification & Exercise

Information 
Security 
Services



Layered Security (Defence in Depth)

Source: https://www.tmctechnologies.com/cyber/
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Risk & Compliance
Risk Assessment & Visibility Security Ratings

Pen Testing & Breach Simulation GRC Security Awareness & Training

Identity & Access Management

Identity Governance

Consumer Identity

IDaaS

Security Incident Response

Security Analytics

Security Ops & Incident Response
SIEM

Security Consulting & ServicesDigital Risk Management

Cloud Security
Infrastructure CASB

Container

Threat Intelligence

MSSP
Traditional MSSP Advanced MSS & MDR

Mobile Security
Encryption DLP Data Privacy Data Centric Security

Data Security

Application Security
WAF & Application Security

Application Security Testing

Web Security

a

Advanced Threat Protection

NAC

ICS + OT

Network Analysis & Forensics

SDN DDoS Protection DNS Security

Network Firewall

Deception

Network & Infrastructure Security

Privileged Management

Authentication

Endpoint Security
Endpoint Prevention

Endpoint Detection & Response

Q4 2019

Vicarius

Blockchain Fraud & Transaction Security

Messaging SecurityIoT
IoT Devices

Automotive

Connected Home


