TIME-LAPSE IN INDUSTRY:
5 YEARS IN 40 MINUTES

Oleksandr Kazymyrov




| received a Ph.D. degree in Information Security,
and | am co-author of Ukrainian national
standards for block cipher and hash function
(DSTU 7624:2014 and DSTU 7564:2014). | am
an expert in network security with several
certifications such as CISSP, E|CEH (Certified
Ethical Hacker) and E | CES (Certified Encryption
Specialist). In addition, as a technical test
manager / test analyst at EVRY, | have gained
expertise in various areas of information security
(i.e., security and risk management, network
security, penetration testing, and operation of
critical and security systems). My current
position is Information Security Manager with
the overall responsibility of information security
in G2 Ocean, Grieg Star and Gearbulk.






DEFENSE



Z
O
<
>
O
<T
o
O




Live In EVRY
| SECURITYANALYSISOF WEBAPPLICATIONS/SERVICES

8 Apr SECURITY ANALYSIS OF WEB APPLICATIONS/SERVICES 31 Oct




®

Al
A2
A3
A4
AS
A6
A7
A8
A9

OWASP TOP TEN

THEN 2013

SQL injection

Broken Authentication and Session Management

Cross Site Scripting (XSS)

Insecure Direct Object references
Security Misconfigurations
Sensitive Data exposure ,

Missing Function Level Access Control
Cross-Site Request Forgery (CSRF)
Using components with Known Vulnerabilities

A10 — Unvalidated Redirects and Forwards
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NOW 2017

Injection

Broken Authentication
Sensitive Data ExposureT

XML External Entities (XEE@
Broken Access Control

Security Misconfigurations l

Cross Site Scripting (XSS)
Insecure Deserialization

Using components with Known Vulnerabilities
A1l0 - Insufficient logging and monitoring@
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Level 1

Level 3

Applicability

All apps

All apps

High Assurance

Legend

Security
Architecture and
Reviews

Security
Architecture and
Reviews

Acceptable

Building

Secure Coding

Secure Coding

Secure Coding

Suitable

Standards and
checklists

Standards and
checklists

Standards and
checklists

Building, Configuration, Deployment

Assurance and Verification

Secure & Peer
Code Review DevSecOps

Secure & Peer
Code Review DevSecOps

Secure & Peer
Code Review DevSecOps

Unit and
Integration Tests

Unit and
Integration Tests

Unit and
Integration Tests

Assurance and Verification

Penetration
Testing

Hybrid Reviews

Hybrid Reviews
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Live In EVRY

8 Apr EVRY 31 Oct
8 Apr SECURITY ANALYSIS OF WEB APPLICATIONS 31 Oct

8 Apr INTERNAL 31 Oct
26 Aug EXTERNAL 31 Oct

1Feb VULNERABILITY MANAGEMENT 31 Oct

6 Feb CARD DATA SCANNING 31 Oct

Il CE2 Pentesting
B co Pentesting
Il CoO Pentesting
B c Pentesting
Il CE2 Pentesting
I CE2 Pentesting
Il CE2 Pentesting
I CE4 Pentesting
Il CE4 Pentesting
M ces Pentesting

Il CE4 Pentesting
> Pentesting STB > Pentesting STB
5 Nov 18 Sep
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Live In EVRY

8 Apr 31 Oct
8 Apr INTERNAL 31 Oct
26 Aug EXTERNAL 31 Oct

1 Feb 31 Oct

6 Feb CARD DATA SCANNING 31 Oct

Il CE2 Pentesting
M co Pentesting
Il Co Pentesting
B c Pentesting
Il CE2 Pentesting
I CE2 Pentesting
Il CE2 Pentesting
M ce4 Pentesting

Il CE4 Pentesting

M ce4 Pentesting

Il CE4 Pentesting
> Pentesting STB > Pentesting STB
5 Nov 18 Sep

2015 2018

19 Apr 15 Nov 16 Nov
Certified Ethical Certified Encryption CISSP
Hacker Specialist



Talks

EHIN 2018
Kan krypto gjare at hvor data lagres blir uvesentlig?

NDC Oslo 2018
Getting benefits of OWASP ASVS at initial phases

PHDays 7
Jumping from Tenable's SecurityCenter CV to production environments

TestWarez 2016
OWASP ASVS for NFTaaS in Financial Services
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Live In EVRY

8 Apr EVRY 31 Oct
8 Apr SECURITY ANALYSIS OF WEB APPLICATIONS/SERVICES 31 Oct
8 Apr INTERNAL 31 Oct
26 Aug EXTERNAL 31 Oct

1 Feb 31 Oct

6 Feb CARD DATA SCANNING 31 Oct

Il CE2 Pentesting
M co Pentesting
Il CoO Pentesting
B c Pentesting
Il CE2 Pentesting
I CE2 Pentesting
Il CE2 Pentesting
I CE4 Pentesting
Il CE4 Pentesting
M ce4 Pentesting

Il CE4 Pentesting
. . Pentesting
Norway Czech Republic Euro Trip > STB Hungary Pentesting STB
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2015 pukl 2018

19 A
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The Cyber Kill Chain

Combined Microsoft Stack:
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Enterprise Techniques: 244

Mobile Techniques: 67
PRE-ATT&CHK Techniques: 174
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Maturity of Information Security

Identify

Protect

Detect

Respond

Recover

L

o

K
N

Current state

Target state

FUNCTION CATEGORY CIS CONTROL

Identify

Protect

Detect

Respond

Recover

Asset Management

Business Environment
Governance

Risk Assessment

Risk Management Strategy
Supply Chain Risk Management

Identity Management,
Authentication, and Access Control

Awareness and Training
Data Security

Information Protection Processes
and Procedures

Maintenance
Protective Technology

Anomalies and Events

Security Continuous Monitoring
Detection Processes

Response Planning
Communications

Analysis

Mitigation

Improvements

Recovery Planning
Improvements

Communications

CIS Control 1, 2

CIS Control 3

CIS Control 4, 9, 11, 12, 13, 14, 16

CIS Control 4, 17

CIS Control 1, 2, 13, 14, 18

CIS Control 3, 5, 7, 10, 11
CIS Control 4, 12
CIS Control 4, 6, 8, 11, 13, 14, 16

CIS Control 6, 9, 12, 19
CIS Control 3, 8, 19
CIS Control 6

CIS Control 19

CIS Control 19

CIS Control 3, 19
CIS Control 3, 19
CIS Control 19

CIS Control 19

CIS Control 19

CIS Control 19



Live In G2 Ocean

SecOps 31 e | 25 Nov
Asset Management 31 e | 25 Nov
Establish BCDR 18 var | 25 Nov
Establish EDR 7o [ 25 Nov
Establish Vulnerability Management 1 Jul _ 25 Nov
Cybersecurity Month 2019 1 Oct - 31 Oct
SIEM is G2 Ocean is free
UniTy established P from malware
1 Jan 2 Aug 20 Sep

Today



Security by Design

RESPOoNSe & RECOVEN

Information

Security
Services Protection & Prevention




Layered Security (Defence in Depth)

Perimeter

oWt ”oneyl’ot

Mission
Critical
Assets

Source: https://www.tmctechnologies.com/cyber/



5 Years in 40 Minutes

EVRY 8 Apr 31 Oct
Security Analysis of Web Applications 8 Apr 31 Oct
Vulnerability Management 1 Feb 31 Oct
Card Data Scanning 6 Feb 31 Oct

Network Pentesting

G2 Ocean

SecOps

Asset Management
Establish SIEM
Establish BCDR
Establish EDR

Establish Vulnerability Management
Cybersecurity Month 2019

Defence Defence
> Ukraine > Norway Norway Czech Republic Euro Trip Hungary UnITy
22 Apr 1 Dec 19 Oct 6 Sep 17 Apr 1 Jul 1 Jan

2014

25 May 15 28 May 13 Nov

15 Nov PHDays 7 PHDays 7 EHiN 2018
19 Apr Certified Ethical CIsspP

Certified Encryption Hacker
Specialist

SIEM is established
2 Aug

2019

20 Sep
G2 Ocean is free
from malware
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