o storebrand

What We’'ve Learned
from Exposing
Atlassian on the
Internet: In-Depth
Analysis from an

Offensive
Perspective

Oleksandr Kazymyrov

BSides Munich 2023



&9 storebrand

Oleksandr Kazymyrov
Information Security Expert

Bergen, Vestland, Norge

512 felgere - Over 500 forbindelser

) Se felles forbindelser

Bli med for a se profilen

Who am I?

Microsoft
CERTIFIED

Microsoft
CERTIFIED

Microsoft
CERTIFIED

Microsoft
CERTIFIED

\NFORMATION PROTECTION
ADMINISTRATOR

SECURITY OPERATIONS
ANALYST

AZURE SECURITY
ENGINEER

ASSOCIATE

*

\DENTITY AND ACCESS
ADMINISTRATOR

ASSOCIATE

*

ASSOCIATE

* K

ASSOCIATE

* Kk

Microsoft
CERTIFIED

Microsoft
CERTIFIED

Microsoft
CERTIFIED

SECURITY, COMPLIANCE,
. AZURE NETWORK
CISSP. g
ASSOCIATE
* * X

RAPIDD RAPIDD RAPIDD
insightIDR’ insightAppSec” insightVM’

CERTIFIED CERTIFIED CERTIFIED
SPECIALIST SPECIALIST ADMINISTRATOR

* * *

@9 storebrand



Atlassian in security news

The Hacker News

# Home

¥ Newsletter ™ Webinars

Atlassian Confluence RCE Flaw Abused
in Multiple Cyberattack Campaigns

) Sep 28,2021 & Ravie Lakshmanan

& Confluence

Opportunistic threat actors have been found
actively exploiting a recently disclosed critical
security flaw in Atlassian Confluence
deployments across Windows and Linux to
deploy web shells that result in the execution of
crypto miners on compromised systems.

AA @ thehackernews.com (&)

DARKREADING Q

Cloud | @© 1MINREAD ELQUICK HITS

Atlassian RCE Bugs
Plague Confluence,
Bamboo

The security vulnerabilities allow full takeover of
Atlassian instances, so admins should patch now.

Dark Reading Staff
Dark Reading

Announcements

AA & darkreading.com

July 24,2023

¢

SignIn
o Q -

Openinapp ~

Two Easy RCE in
Atlassian Products

Valeriy Shevchenko - Follow
8 4 minread - Aug9, 2019

('j Listen ﬂ Share

It was a long time from my last article. It
was so many interesting results in my
work. Seems that it's right time to share my
knowledge and experience with you. But
first, I wanna inform that two issues in that
article well known. And both of that have
CVE numbers with patches and software
updates. So maybe you will be lucky to find

old versions in your testing scope.
s aan Mo r+

AA @& krevetkO.medium.com

CSO S

Home -+ Vulnerabilities -

Zero-day flaw in Atlassian Confluence exploited in the wild
since May

e by Lucian Constantin

‘,’ CSO Senior Writer

Zero-day flaw in
Atlassian Confluence
exploited in the wild
since May

News Analysis
Jul 04,2022 « 4 mins

in y

Atlassian has issued emergency patches for
the vulnerability, which could allow attackers

R et U S et e RUB oA SIOT ¥ DI

AA & csoonline.com ()
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e Atlassian in security news

Home News Security Atlassian patches critical Confluence zero-day exploited in attacks

Versions prior to 8.0.0 are not affected by this vulnerability.

Atlassian patches critical Confluence zero-day exploited in attacks _
Product Affected Versions
By Sergiu Gatlan October 4, 2023 01:41 PM 0 Confluence Data Center and Confluence Server e 8.00
. 801
802
. 803
. 804
« 810
811
813
. 814
. 820
. 821
A ATLASSIAN 02z
. 823
830
. 831
. 832
840
. 841
. 842
. 850
. 851

Australian software company Atlassian released emergency security updates to fix a maximum severity

zero-day vulnerability in its Confluence Data Center and Server software, which has been exploited in s 6 e sl miamen sre ar iy ci ek ae s vl essii s ez

attacks. anonymously
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Storebrand in the cloud

= 5 Eivwcoon E24| o

Storebrand flytter
hele
kapitalforvaltningen
utiskyen

Som en av de forste kapitalforvalterne i
verden har Storebrand flyttet hele
kapitalforvaltningen ut i en sky, noe

som skal gi «uante muligheter». Na vil
flere banker folge etter.
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Share this story

[ fwllin i

September 6, 2022 & Print

Storebrand is a Nordic financial group,
delivering increased security and

financial wellness for people and

AA @ customers.microsoft.com ¢,

M

> 0

WATCH O Q@ & =

Siste Sek Logginn Meny

10.07.2023 | kl.15:01 BANK

Storebrand flytter Swift til
skyen

Storebrand migrerer i disse dager
infrastrukturen til Swift fra fysiske
datasentre til en skybasert Igsning.

AA & finanswatch.no (]

h m
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SAML authentication with Microsoft Entra ID

............................................ BHe
Validates SAML :
: e response and token
Returnis secure R
page to user ,‘se
Web App Generates SAML Authorization request o
: e ServiceiProvider Redirected to Azure AD User authenticated
: : v
iRequest access to :
isource >
: vz
e 7
: iRedirects Azure AD .
e ........................................................ tokens 8 SAML |dent|ty Pro\”der
s e e s et e sl e rmr e ..
Web Browser SAML tokens
A
: o User opens browser annRcar T¥pe
< Authentication
& Ao Token
User

Source: SAML authentication with Microsoft Entra 1D
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https://learn.microsoft.com/en-us/azure/active-directory/architecture/auth-saml
https://learn.microsoft.com/en-us/azure/active-directory/architecture/auth-saml
https://learn.microsoft.com/en-us/azure/active-directory/architecture/auth-saml

Azure AD: first steps in the authentication flow
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SSO and WAF: expected behavior

m Sign in to your account X +

< cC 0 (e jjira.storebrand.no

403 Forbidden X +

&« CcC 0O jira.storebrand.no,

403 Forbidden

' Microsoft-Azure-Application-Gateway/v2
@2 storebrand WAF: block ” §
Sign in

403 Forbidden X +
someone@example.com

cC O jira.storebrand.no,

Can't access your account?

403 Forbidden

. . Microsoft-Azure-Application-Gateway/v2
Auth: redirect

WAF: block
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This is URL to bypass SSO: https://jira-t.storebrand.no/login.jsp?os_destination=%2Fslack%2F

|
|
Bypass SSO |
: The most important part is ?os_destination=%2Fslack%2F, which triggers Non SSO URLs

Log in - JIRA PROD ENVIRONMI X +

Cc 0 @ jira.storebrand.no

<% Jira JIRA PROD ENVIRONMENT Dashboards v

ra storebrand no,

4 JirQ) JIRA PROD ENVIRONMENT  Dashboards v

Welcome to JIRA PROD ENVIRONMENT Welcome to JIRA PROD ENVIRONMENT

Username :
Password wres

Password mber my login on this computer
. Mot a member? T t an account, please contact
Remember my login on this computer your Jira administ
Not a member? To request an account, please contact Can't access your account?

your Jira administrators.

[ AL Can't access your account?

A ATLASSIAN

Atlassian Jira Project Management Software - About Jita - Report a problem

A ATLASSIAN
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Anonymous access: information gathering over the Internet

Search

Create Issue

© The recuanstest Niter dorur't exiv o bs

[T suppon o

Recent Projects

All Projects

No issues were found to match your search
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Anonymous access: create an issue

[

RGN

Create Issue

Desrpion roo cuse,ctin, and corsnce

ype* [ User story ~ 0@

Next  Cancel

Log In

¥ Jirg JIRA PROD ENVIRONMENT Dashboar Create

New search « All issues h Export ¥
@ Issue GRC-948 - Test X has been successfully X
Find filters Project: All ¥ Status: All ¥ text More v Ll Advanced created.
FILTERS

My onen issuss
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Anonymous access: create an issue

< c 0

@ jirastorebrand.no/browse/GRC-948

boards v Projects v Boards ¥ Structure v

Gre/ are-as |
! TestX |
- —— -

# it QAddcomment  Assign More v Received v
~ Details
Type: Task
i ¥ Average

Default  Only for GRC team member

Serious cal T No
incident:
Answers to GDPR 0

fea]
D
=
@

breached:

~ Description

Description, root cause, action, and consequence
Describe your inquiry as detailed as possible in English, Norwegian or Swedish. Deseribe what happened, including root cause, consequences, and what actions have been taken. Describe the consequences, such s financial loss, additional wrk, poor customer experience,

reputation loss andor regulatory violations, the incident has had/may have.

<

Attachments

& Drop files to attach, or browse.

Related knowledge base articles

© No credentials were provided to the knowledge base server. This s likely due to an Application Link misconfiguration.
~ Activity
Al Comments Worklog History Activity Emails Transitions

There are no comments yet on this issue,

Click to add comment

~ SLAs

Mo SLA set for this issue

~ Ppeople

%) Unassigned

Assignee:

Assign to me
PR — =
| Reporter #) Anonymous |

quest participants:  None

Vo o Vote for this issue

tchers: o Start watching this issue

~ Service project request
Request type: Nomatch @

Channel: Jira

5 minutes ago
5 minutes ago
2023-01-3112:55
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Anonymous access: search for low-hanging fruits

50] Feil Spot-rate pa Autc X + a
C O @ jirastorebrand.no » 0O @ Incognito
-"aJir(J JIRA PROD ENVIRONMENT Dashboards ¥ Projects ¥ Issues ¥ Boards ¥ Structure ¥ Plans ¥ Assets v Tests Create -« 0 Q .
_ Profile
ew search Save as Exporter v Share Print Issue(s) E
N f « earc p h el th
Accessibility
Atlassian Marketplace
Find filters GRC v Type:All ¥  Status:All ¥ Assignee: All ¥ Contains More v m Advanced ' rketp
MY JIRA HOME
FILTERS
My open issues Order by Created v 3 GRC / GRC-950 Dashboard
H 2 et : 2 Service project
Reported by me - Feil Spot-rate pa Auto-FX medferer prisingsavvik pa FORNYBAR (20 bp) = pre
All issues Feil Spot-rate pa Auto-FX medferer ... _ Boards
o # Edit Q) Add comment Assign  More ¥ Received v ¥ Print Issue Email Structure
pen issues GRC 1 ) )
Done issues Test X v Details v SLAs © Issue Navigator
Viewed recently GRC 9 Task 2d 7h Time to staj Assets
Feil fak a feil pers within 2d 8
Created recently eil faktura registrert pa feil person Priority None ithi Log Out

Time to done within 1 month

Resolved recently Default__Only for GRC team member.
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Impact: brute force

Error - JIRA TEST EN

INMENT X +

O @ jira-tstorebrandno:

7 JirQl JIRA TEST ENVIRONMENT D

This is Jira test environment in Azure.
This Jira can be updated at any time

Error

You are not logged in, and do not have the permissions required to create an
issue in this project as a guest

an issue first log in

A ATLASSIAN

@ jira

T JirQ JIRA TEST ENVIRONMENT Dashboards ¥

This is Jira test environment in Azure.
This Jira can be updated at any time

Welcome to JIRA TEST ENVIRONMENT

© Sorry, your username and password are incorrect - please try again

Bemember my login on this computer

Not a member? Te request an account, please contact
your Jira administrators.

your account?

A ATLASSIAN
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SAML authentication with Microsoft Entra ID

Validates SAML
i r=--
: e response and token i/
Returris secure cTTEEI T TS

AQE 1D USEI sreesererssssmsmssmsmssssmsnssmssmnsssssssssss s o
pag ; ( .\
H H 1

T H

1 H
Web App . Generates SAML Authorization request o

I

) \ServiceiProvider Redirected to Azure AD | User authenticated

; i T v

iRequest access to

;source

; vz >
L @ 7
iRedirects Azucrl'e; AD "
e i‘. ...................................................... tokens - e SAMLI E'.ntlty PrOV| er
:...’ ................................................................................ . . sssasssEEssEEEE R RSN R RS AR NS EESAN NSRS RS R R

Web Browser SAML tokens
'y

Connector Type

¢ o User opens browser

< Authentication

& W Token

User
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Impact: password reset (via Jira)

Password reset request
A request has been received to reset your password.

cC O jira.storebrand.ng, w &% 0O @ Incognito

If you follow the link below you will be able to perscnally reset your password.

https://jira.storebrand.no/secure/ResetPassword!default.jspa?

This password reset request is valid for the next 24 hours.
Reset Password Don't worry you can always ask for a new password using the following link:
Your password has been reset. You can now log in https://jira.storebrand.no/secure!ForgotLoginDetaiIs.jspa’?usernameh

< Jira JIRA PROD ENVIRONMENT ~ Dashboards 4 @ Logn

Here are the details of your account:

Email: oleksandr.kazymyrov@storebrand.no

Full Name: Kazymyrov, Oleksandr

@9 storebrand



Impact: sign up for an account

& jirastorebrand.no/servicedesk/customer/portal/d/user/signup

storebrand no,

Help Center

Sign up for an account

Email

knut.elde johansen@storebrand.id

Sign up for an account

Emal Sign Up  Back to login
okazymyrov@gmail.com

Sign Up  Back ta login

Powered by 4 Ara Service Menagement Powered by 4 Jira Service Management
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Impact: sign up for an account

-t

orebrand.no,

Help Center

M Gmail

« @ O W B 0 & ® DO i ime [F

/ Hanucats
. N -
R s [JIRA] Finish signing up to IT e B Check your email
Bropsume x
® OTnOXeHHbIE @
B> OtnpaeneHHbie @) Noreply im@siorebrandnos 1507 OwwyThazen)  f ¢ © We sent a private sign-up link to
xomy: okazymyrov = okazymyrov@gmail.com.
[ Yeprosuku 5 > Wy okazymyrav s
Hi
B Bcsnouta '
W Kopauna Almost done!
Follow the link below to finish signing up to IT. For security, don't share this
v Ewé link with anyone. +
Apnbikun + m

B Bcanouta

v Ewé

Jira Service Management

& OTtBeTuTh > Mepecnate
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Impact: enumeration / reconnaissance

Help Center
C&IO0 - Cloud Operations

Welcome! You can raise a request to Azure Infra Operation Team from the options provided.

General

CMDB

Order or Question / Service Request
Use this if you need help or do want SRE to d

ge for you

Firewall Order
Use this if you need a firewall change in Azure

Landing Zone
f you need a landing zone. Before ordering a

anding
zone you must understand, or request assistance, landing zone
design. Orders that do not follow the architectural principles will
be rejected.

Change Pre-approved

Use this if you YOURSELF are planning to do a change in
application and it is of preapproved type read moi
https://wi /display/CCoeDocs/Routines+for+Pre

+approved+application+changes+in-+Azure

Change Normal
you YOURSELF are
application or infrastructure. Gther

ning to do a change in

ise raise a Service Request

Change Emergency
Use this if you YOURSELF has an incident that needs to be
solved through a change.

Powered by 4y Jira Service Management

Help Center
C&IO - Cloud Operations

Welcome! You can raise a request to Azure Infra Operation Team from the optiens provided.

General g Register Azure tagging convention for existing

CMDB
application in CMDB

g Register a new application in CMDB

Powered by 4y Jira Service Management
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Impact: enumeration / reconnaissance

Help Center

E Help Center / JIRA Support / JIRA-1723
= cannot login

Help Center / IT
Get access to a system Aav B I - = RO EEEGM notify me
Request a new account for an internal system o Share
Share this request
Type name, email address, or organization
G(,V,‘Ew Add  Cancel & Drag and drop files, paste screenshots, or cha ~
GSYS browse R
SO ©tkelund, Ann-Charlotte...
GUIF Dialog -ﬁ'smanca.vn.‘.
Hardware Karlsen, Charlotte Stamnes...
r ) Asberg, Charlotte...
@evry.com...
@tietoevry.com... -

Powered by 4y J

& Management

Average v

Create  Cancel
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Impact: social engineering via IT support

Help Center / IT
= Password

‘What application

| &n Banksystemer (STB)

&y Bedriftsportalen, BP (ST8)
&g CIP - Customer Investment portal
&y Citrix General

&y Dokumentarkivet - Kovis, DADS

&y Frivillig ITP, Skandikon, Vera (SPP)
&5 Infoterg

browse

Create  Cancel

Powered by 4 Jira Service Management
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Impact: social engineering via IT support

TE®O

[ORC 2 N2 c]

#5de Open ~
~ Devsis
Bréo 2 Urresabes
"
~ Description
o mot dzable 1 account for naw lesse (Kenny

~ Attachments

< Activy

Al c

Ontine Gimst & @ Epon v

- o -
&

~ Service project request

~ Dwes

+ Deelopment

¥ Activity

All

v

Comments Work Log History Activity Emails Transitions

Janceviciute, Rasa added a comment - 2023-02-01 11:43 & INTERNAL

The issue has been emailed:

Hi.

* Time sent: 2023-02-01 11:43
* From: usersupport jira@storebrand.no
== SREPSRL RIS
¢ To: wedge.antilles@storebrand.id
* with subject: (USN-218210) Request to change phone number
e attachment(s)

Your Team Leader or You can update telephone number in Workday.

Delete + &
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Impact: social

engineering via IT support

@} Help Center / IT / USN-218210
Request to change phone number
@

Comment on this request...
# © Don't notify me

<5 Share
Details Just now Shared with
Choose a system name* 1 Antilles, Wedge |

1 Creator 1

- =

&q Workday

Description* (Please, use English language)
Hello, | have gotten a new phone number that | would like to use | forgot mine at the
hotel when | was travelling. It will take me 10 days for the hotel to ship it.

Could you please change my phone number for my user to: +4747442178
Thanks.

Help Center / IT / USN-218215
@] Change Phone number for Wedge

Comment on this request... @
4

Activity

Your request status changed to Waiting for Second Line. & minutes ago  LATEST
Your request status changed to WIP User Support. 9 minutes ago
Your request status changed to Received. 13 minutes ago

Details 13 minutes ago

Choose a system name*
&g Workday

Description* (Please, use English language)
Hi,

Wedge asked me to contact you through this form to request a phone number change.
His new phone number is: +4747442178

Are you able to help with this?

- Stig

WAITING FOR SECOND LINE

© Don't notify me
o« Share

Shared with
—_—— e m—— =

) Torsbakken, Stig Tombre |
Creator 1

——— -

- -
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Impact: social engineering via IT support

Help Center / JIRA Support / JIRA-1723

; Help Center / IT / USN-218162
= cannot login

| need read access please for user FI2

Aav B I @< , Comment on this request... @ (o=
@ Don't notify me . "
# @ Don't notify me
< Share -
<script=alert(1)</script> < Share
Shared with Details st now Shared with
FakeUser

Which system? s
o Adminconirol, Cir _ Crester

Bergerud, @yvind Why do you need this?

Remave | need read access please for user FI2
o Torsbakken, Stig Tombre How urgent is it?
Remave Average
3108¢18d-f607-49¢...
Add  Cancel @ Drag and drop files, paste screenshots, or
browse

& Management
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Impact: backdoor

Personal Access Tokens
— e e e E — e .. — - = ===y
Use personal access tokens as a safe alternative to authenticating with username and password. Learn more. |

Expiry date Last authenticated

Name Date created

ok-test Jan 31, 2023, 03:14:28 PM Never Never
GMT+1
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Summary of impact

Anonymous
access

Brute force

Social Password
engineering reset
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Our greatest glory is
not in never falling,
but in rising every
time we fall.

Confucius
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