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What is a cyber kill chain?

Kill Chain 1

Kill Chain 2
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The unified kill chain

4 Source: https://www.unifiedkillchain.com/
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Kill chain: from shared food courts to falling stocks
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1. Use Google Maps business casual dress weaknesses to access management with obtained records to an external
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2. Access office 4. Bypass network 6. Perform password 8. Dump customer 10. Use public sources to
spaces by following a security controls spraying to obtain master records by spread information about the
person credentials exploiting web APls successful attack to cause
financial and/or reputational
damage.
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Tactics, techniques and impact
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Kill chain to reveal client's financial status
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2. Obtain remote access 4. Combine weak access 6. Transfer dumped
to corporate resources management with the insider records to an external
N or valid credentials to access cloud provider
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1. Perform OSINT to find 3. Exploit network 5. Dump customer t “
initial vectors for social segmentation weaknesses to master records by 7. Use public sources to
engineer attacks. access production systems exploiting web APIs spread information about the

successful attack to cause
financial and/or reputational
damage.
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Threat scenarios for remote access

1. A hacker uses a
spear phishing attack

to target employees.
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AN choose to install a
backdoor on the %&

2 computer and get a

1 separate session.

3. When an employee uses
remote access, the hacker
hijacks/steals the session.

2. An employee opens a malicious email
attachment, which triggers the malware
within to establish a connection back to the
attacker's server. Consequently, the
adversary gains unauthorized access and
control over the employee's computer.

Phishing

1. An adversary offers
a deal to an employee
who can't refuse it.
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2. A hacker with the help of
the insider threat deploys
malware on remote computer

or obtain a legitimate session.
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v<Account xmlns:i="http://www.w3.org/2601/XMLSchema-instance" xmlns="http://
<AccountCategoryCode>1</AccountCategoryCode>
<AccountNumber>_/AccountNumber>
<ActivityWheelCode i:nil="true"/>

[ J [
[ <Antalforsakringsbara i:nil="true"/>
ill chain: customer master records =i
(] <CustomerId>211287llk /CustomerId>

<CustomerIdentificationNumber>211287|Jlll</CustomerIdentificationNumber>
<CustomerUsBdrift i:nil="true"/>
<EmailAddressl>okazymyrov@gmail.com</EmailAddressl>

<EmailAddress2 i:nil="true"/>

<FirstName>Oleksandr</FirstName>
Larcesorece. IS /o>
<IsCritical i:nil="true"/>
<IsVIC>false</ISVIC>
<Kollektivavtal i:nil="true"/>
. <Kundeavtale i:nil="true"/>
Vulnerability Sokefelt <LastName>Kazymyrov</LastName>
<Name>Kazymyrov, Oleksandr</Name>
<Nuvarandeférsakringsgivare i:nil="true"/>
<Ndstaupphandling i:nil="true"/>
<OrganizationNumber i:nil="true"/>
<Telephonel i:nil="true"/>
<Telephone2 /Telephone2> q
<Telezhone3- P 2.b Details
<TelephoneMobileExternal i:nil="
<TelephoneMobileWork i:nil=
<TelephonePrivateExternal i:nil="true"/>
<TerritoryCode>1</TerritoryCode>
</Account>

Kali Linux 88 Kali T

Access control was
implemented on an
external/internal basis.
No roles or further
segregation in the internal
network.

1. A web application to
find customers.
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2. APIs used in the customer
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Attack vectors: targeting new platforms in the
cloud
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B3 import favorites

For quick access, place your favorites here on the favorites bar. Looking for your favorites? Check your profiles
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Total beholdning 3. By adding "?cmid="on
Vulnerability the new web application
34141 kr any employee could obtain
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without continuous Banksparing savings in Storebrand. i —_
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Stllingsprosent 100%
. 4. The combination of several services / Fra tidligere arbeidsforhold [
ﬁ ¥ provides even more information about the
savings and financial status of any client.
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Vulnerability

Fire fighting is the main
approach to improve security.
Many security updates have
been implemented during
the cloud migration, but
some fundamental security
issues (such as secure
development or
application/API security) are
still ongoing.
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Feil med brukerrettigheter

o Agentnummer mangler i token. Vennligst bestill dette og legg

inn via AzureAD.

ookies (] Blocked

S Wasm Manifest Othes ocked

5. An insider could obtain customer master
records and other product-related
information through the API (backend) even
if the browser (frontend) throws an error.
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nstraints
CREDIT_CHECK"

[ "REQUIRES_CREDIT_CHECK"]

ADVERTISING_EMAIL", granted: true}
"ADVERTISING_SMS", granted: true}
"ELECTRONIC_CUSTOMER", granted: true}
“ENTERPRISE", granted: true)}

“CREDIT_SCORE_ELECTRONIC_RECEIPT", granted: true}

line3: *

k vectors: extracting information after a

quick fix

", zipCode:

“NO~B555", city: "0slo”

"ADVERTISING_EMAIL", granted: true}, {consentType: "ADVERTISING_SMS", granted: true},.]
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Mapping to cybersecurity domains
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2. Obtain remote access
to corporate resources
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1. Perform OSINT to find
initial attack vectors

3. Exploit network
segmentation weaknesses to
access production systems
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4. Combine weak access
management with the insider
or valid credentials to access

customer master records
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5. Dump customer
master records by
exploiting web APls
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6. Transfer dumped
records to an external
cloud provider

7. Use public sources to
spread information about the
successful attack to cause
financial and/or reputational
damage.

SE: social engineering; IAM: identity and access management; NS: network segmentation; DLP: data loss prevention; LE: law enforcement. O‘ 'o,
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|dentity Access Management
Who/what have Are they authorized Revoke access in
access to to interact with the swiftly manner.
resources? resources?

0 03



(¥%) Storebrand

Invester | fremtiden



	Slide 1: An offensive kill chain to reveal client's financial status
	Slide 2: Who am I?
	Slide 3: What is a cyber kill chain?
	Slide 4: The unified kill chain
	Slide 5: Kill chain: from shared food courts to falling stocks
	Slide 6: Tactics, techniques and impact
	Slide 7: Kill chain to reveal client's financial status
	Slide 8: Threat scenarios for remote access
	Slide 9: Kill chain: customer master records
	Slide 10: Attack vectors: targeting new platforms in the cloud
	Slide 11: Attack vectors: extracting information after a quick fix
	Slide 12
	Slide 13: Mapping to cybersecurity domains
	Slide 14
	Slide 15

